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Certain versions of Http Server from Apache contain the following
vulnerability:

The ap_log_rerror function in Apache 2.0 through 2.035, when a CGI
application encounters an error, sends error messages to the client that
include the full path for the server, which allows remote attackers to
obtain sensitive information.
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CVE References

Description Tags Link

Pony Mail! lists.apache.org

text/html

 MLIST [httpd-cvs] 20210330 svn
commit: r1073139 [2/13] - in
/websites/staging/httpd/trunk/content: ./
security/json/

Pony Mail! lists.apache.org

text/html

 MLIST [httpd-cvs] 20210330 svn
commit: r1073140 [2/4] - in
/websites/staging/httpd/trunk/content: ./
security/cvejsontohtml.py
security/vulnerabilities_13.html
security/vulnerabilities_20.html
security/vulnerabilities_22.html
security/vulnerabilities_24.html

Pony Mail! lists.apache.org

text/html

 MLIST [httpd-cvs] 20210330 svn
commit: r1073143 [2/3] - in
/websites/staging/httpd/trunk/content: ./

CVE-2002-1592 has been assigned by  cve@mitre.org to track the vulnerability
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https://cve.report/
https://cve.report/CVE-2002-1592/mitre
https://cve.report/CVE-2002-1592/nist
https://cve.report/CVE-2002-1592/cve_org
https://cve.report/CVE-2002-1592.pdf
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://lists.apache.org/thread.html/re028d61fe612b0908595d658b9b39e74bca56f2a1ed3c5f06b5ab571@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/r2cb985de917e7da0848c440535f65a247754db8b2154a10089e4247b@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/r9e8622254184645bc963a1d47c5d47f6d5a36d6f080d8d2c43b2b142@%253Ccvs.httpd.apache.org%253E


/websites/staging/httpd/trunk/content: ./
security/

Apache httpd 2.0 CGI Error Path Disclosure Vulnerability cve.report (archive)

text/html

 BID 5256

Pony Mail! lists.apache.org

text/html

 MLIST [httpd-cvs] 20190815 svn
commit: r1048743 [2/4] - in
/websites/staging/httpd/trunk/content: ./
security/vulnerabilities-httpd.xml
security/vulnerabilities_13.html
security/vulnerabilities_20.html
security/vulnerabilities_22.html
security/vulnerabilities_24.html

with a space causes the title to be misaligned in the listing. [David
J. MacKenzie] *) Change mod_cern_meta to be configurable on a
per-directory basis. [David J. MacKenzie] *) Add 'Include' directive
to allow inclusion of configuration files within configuration files.
[Randy Terbush] *) Proxy errors on connect() are logged to the
error_log (nothing new); now they include the IP address and port
that failed (*that's* new). [Ken Coar, Marc Slemko] PR#352 *)
Various ar

www.apache.org

text/plain

Inactive Link Not Archived

 CONFIRM
www.apache.org/dist/httpd/CHANGES_2.0

Pony Mail! lists.apache.org

text/html

 MLIST [httpd-cvs] 20210330 svn
commit: r1888194 [2/13] -
/httpd/site/trunk/content/security/json/

CERT/CC Vulnerability Note VU#165803 US Government Resource

www.kb.cert.org

text/html

 CERT-VN VU#165803

Pony Mail! lists.apache.org

text/html

 MLIST [httpd-cvs] 20210330 svn
commit: r1073139 [1/13] - in
/websites/staging/httpd/trunk/content: ./
security/json/

Pony Mail! lists.apache.org

text/html

 MLIST [httpd-cvs] 20210606 svn
commit: r1075470 [2/4] - in
/websites/staging/httpd/trunk/content: ./
security/json/CVE-2020-13938.json
security/vulnerabilities_13.html
security/vulnerabilities_20.html
security/vulnerabilities_22.html
security/vulnerabilities_24.html

Pony Mail! lists.apache.org

text/html

 MLIST [httpd-cvs] 20210330 svn
commit: r1073149 [2/13] - in
/websites/staging/httpd/trunk/content: ./
security/ security/json/

Pony Mail! lists.apache.org

text/html

 MLIST [httpd-cvs] 20200401 svn
commit: r1058586 [2/4] - in
/websites/staging/httpd/trunk/content: ./
security/vulnerabilities-httpd.xml
security/vulnerabilities_13.html
security/vulnerabilities_20.html
security/vulnerabilities_22.html
security/vulnerabilities_24.html

Pony Mail! lists.apache.org

text/html

 MLIST [httpd-cvs] 20210330 svn
commit: r1073149 [1/13] - in
/websites/staging/httpd/trunk/content: ./
security/ security/json/

Pony Mail! lists.apache.org

text/html

 MLIST [httpd-cvs] 20200401 svn
commit: r1058587 [2/4] - in
/websites/staging/httpd/trunk/content: ./

http://cve.report/bid/5256
https://lists.apache.org/thread.html/5df9bfb86a3b054bb985a45ff9250b0332c9ecc181eec232489e7f79@%253Ccvs.httpd.apache.org%253E
https://cve.report/CVE-2002-1592/7b49ef4f
https://lists.apache.org/thread.html/r7035b7c9091c4b665a3b7205364775410646f12125d48e74e395f2ce@%253Ccvs.httpd.apache.org%253E
http://www.kb.cert.org/vuls/id/165803
https://lists.apache.org/thread.html/rf6449464fd8b7437704c55f88361b66f12d5b5f90bcce66af4be4ba9@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/r5001ecf3d6b2bdd0b732e527654248abb264f08390045d30709a92f6@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/rd00b45b93fda4a5bd013b28587207d0e00f99f6e3308dbb6025f3b01@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/r0276683d8e1e07153fc8642618830ac0ade85b9ae0dc7b07f63bb8fc@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/r9f93cf6dde308d42a9c807784e8102600d0397f5f834890708bf6920@%253Ccvs.httpd.apache.org%253E


/websites/staging/httpd/trunk/content: ./
security/vulnerabilities-httpd.xml
security/vulnerabilities_13.html
security/vulnerabilities_20.html
security/vulnerabilities_22.html
security/vulnerabilities_24.html

ISS X-Force Database: apache-aplogrerror-path-disclosure
(9623): Apache HTTP Server ap_log_rerror() path disclosure

web.archive.org

text/html

Inactive Link Not Archived

 XF apache-aplogrerror-path-
disclosure(9623)

Pony Mail! lists.apache.org

text/html

 MLIST [httpd-cvs] 20190815 svn
commit: r1048742 [2/4] - in
/websites/staging/httpd/trunk/content: ./
security/vulnerabilities-httpd.xml
security/vulnerabilities_13.html
security/vulnerabilities_20.html
security/vulnerabilities_22.html
security/vulnerabilities_24.html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Apache Http Server 2.0 All All All

Application Apache Http Server 2.0.28 All All All

Application Apache Http Server 2.0.32 All All All

Application Apache Http Server 2.0.35 All All All

Application Apache Http Server 2.0 All All All

Application Apache Http Server 2.0.28 All All All

Application Apache Http Server 2.0.32 All All All

Application Apache Http Server 2.0.35 All All All

cpe:2.3:a:apache:http_server:2.0:*:*:*:*:*:*:*:

cpe:2.3:a:apache:http_server:2.0.28:*:*:*:*:*:*:*:

cpe:2.3:a:apache:http_server:2.0.32:*:*:*:*:*:*:*:

cpe:2.3:a:apache:http_server:2.0.35:*:*:*:*:*:*:*:

cpe:2.3:a:apache:http_server:2.0:*:*:*:*:*:*:*:

cpe:2.3:a:apache:http_server:2.0.28:*:*:*:*:*:*:*:

cpe:2.3:a:apache:http_server:2.0.32:*:*:*:*:*:*:*:

cpe:2.3:a:apache:http_server:2.0.35:*:*:*:*:*:*:*:

https://lists.apache.org/thread.html/r8828e649175df56f1f9e3919938ac7826128525426e2748f0ab62feb@%253Ccvs.httpd.apache.org%253E
https://web.archive.org/web/2002/http://www.iss.net/security_center/static/9623.php
https://lists.apache.org/thread.html/54a42d4b01968df1117cea77fc53d6beb931c0e05936ad02af93e9ac@%253Ccvs.httpd.apache.org%253E
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