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Certain versions of Coldfusion from Macromedia contain the following
vulnerability:

Cross-site scripting vulnerability (XSS) in the missing template handler
in Macromedia ColdFusion MX allows remote attackers to execute
arbitrary script as other users by injecting script into the HTTP request
for the name of a template, which is not filtered in the resulting 404
error message.

CVSS2 Score: 4.3 - MEDIUM
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NONE PARTIAL NONE

CVE References

Description Tags Link

ColdFusion MX Missing Template Cross Site
Scripting Vulnerability

cve.report (archive)

text/html

 BID 5011

SecurityFocus web.archive.org

text/html

Inactive Link Not Archived

 BUGTRAQ 20020618 ColdFusion MX Cross Site
Scripting vulnerability

404 ERROR PAGE web.archive.org

text/html

Inactive Link Not Archived

 CONFIRM
www.macromedia.com/v1/Handlers/index.cfm?
ID=23047

IBM X-Force Exchange exchange.xforce.ibmcloud.com

text/html

 XF coldfusion-missing-template-css(9360)
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would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Macromedia Coldfusion 6.0 All All All

Application Macromedia Coldfusion 6.0 All All All

Application Microsoft Internet Information Services 5.0 All All All

Application Microsoft Internet Information Services 5.0 All All All

Operating
System

Microsoft Windows 2000 All All All All

Operating
System

Microsoft Windows 2000 All All All All

No vendor comments have been submitted for this CVE
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