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CVE CVE-2002-1706
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2002-12-31 05:00:00 UTC
Updated 2025-04-03 01:03:51 UTC
Description Cisco 108 software 11.3 through 12.2 running on Cisco uBR7200 and uBR7100 series Universal Broadband Routers allow:

/ ]

Risk And Classification

Primary CVSS: v3.1 7.5 HIGH from nvd@nist.gov

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:H/A:N

Problem Types: CWE-347 | n/a

Version Source Type Score Severity Vector
3.1 nvd@nist.gov Primary 75 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:H/A:N
2.0 nvd@nist.gov Primary 5 AV:N/AC:L/Au:N/C:N/I:P/A:N
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https://cve.report/
https://cve.report/CVE-2002-1706/mitre
https://cve.report/CVE-2002-1706/nist
https://cve.report/CVE-2002-1706/cve_org
https://cve.report/api/cve/CVE-2002-1706.json
https://cve.report/CVE-2002-1706.pdf
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CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Cisco los All All All All
Hardware Cisco Ubr7100 - All All All
Hardware Cisco Ubr7200 - All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source L
Cisco Security Advisory: Cable Modem Termination System Authentication Bypass af854a3a-2127-422b-91ae-364da2661108 w
Cisco uBR7200 / uBR7100 Universal Broadband Routers DOCSIS MIC Bypass Vulnerability af854a3a-2127-422b-91ae-364da2661108 w
IBM X-Force Exchange af854a3a-2127-422b-91ae-364da2661108 e
CVE Program record CVE.ORG W
NVD vulnerability detail NVD n
a

No vendor comments have been submitted for this CVE.


http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ubr7100
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ubr7200
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://www.cisco.com/warp/public/707/cmts-MD5-bypass-pub.shtml
http://www.securityfocus.com/bid/5041
https://exchange.xforce.ibmcloud.com/vulnerabilities/9368
https://www.cve.org/CVERecord?id=CVE-2002-1706
https://nvd.nist.gov/vuln/detail/CVE-2002-1706

Legacy QID Mappings

317197 Cisco Internetwork Operating System (IOS) Authentication Bypass Vulnerability (cisco-sa-20020617-cmts-md5-bypass)
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