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Summary

CVE CVE-2002-1769

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2002-12-31 05:00:00 UTC

Updated 2023-11-07 01:56:00 UTC

Description Microsoft Site Server 3.0 prior to SP4 installs a default user, LDAP_Anonymous, with a default password of LdapPassword_1, which allows remote attackers the "Log on locally" privilege.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Microsoft Site Server 3.0 All i386 All

Application Microsoft Site Server 3.0 apha All All

Application Microsoft Site Server 3.0 sp1 i386 All

Application Microsoft Site Server 3.0 sp1_alpha All All

Application Microsoft Site Server 3.0 sp2 i386 All

Application Microsoft Site Server 3.0 sp2_alpha All All

Application Microsoft Site Server 3.0 sp3 i386 All

Application Microsoft Site Server 3.0 sp3_alpha All All

Application Microsoft Site Server 3.0 All i386 All

Application Microsoft Site Server 3.0 apha All All

Application Microsoft Site Server 3.0 sp1 i386 All

Application Microsoft Site Server 3.0 sp1_alpha All All

Application Microsoft Site Server 3.0 sp2 i386 All

Application Microsoft Site Server 3.0 sp2_alpha All All

Application Microsoft Site Server 3.0 sp3 i386 All

Application Microsoft Site Server 3.0 sp3_alpha All All

Application Microsoft Site Server Commerce 3.0 All All All
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Application Microsoft Site Server Commerce 3.0 All All All

Application Microsoft Site Server Commerce 3.0 alpha All All

Application Microsoft Site Server Commerce 3.0 sp1_alpha All All

Application Microsoft Site Server Commerce 3.0 sp2_alpha All All

Application Microsoft Site Server Commerce 3.0 sp3_alpha All All

Application Microsoft Site Server Commerce 3.0 All All All

Application Microsoft Site Server Commerce 3.0 alpha All All

Application Microsoft Site Server Commerce 3.0 sp1_alpha All All

Application Microsoft Site Server Commerce 3.0 sp2_alpha All All

Application Microsoft Site Server Commerce 3.0 sp3_alpha All All

References

Reference Source Link

Microsoft Site Server 3.0 Default Account Vulnerability BID www.securityfocus.com

Neohapsis Archives - VulnWatch - [VulnWatch] RFP2201: MS Site Server Evilness - From rfp@wiretrip.net VULNWATCH archives.neohapsis.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Microsoft Support MSKB support.microsoft.com

Microsoft Support support.microsoft.com

SecurityFocus HOME Advisories: MS Site Server Evilness MISC online.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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