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Summary

CVE CVE-2002-1771

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2002-12-31 05:00:00 UTC

Updated 2017-07-11 01:29:00 UTC

Description Matt Wright FormMail 1.9 and earlier allows remote attackers to send spam or anonymous e-mail by injecting a newline character followed by CC:, BCC:, or additional TO: fields in the email and realname CGI variables.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Matt Wright Formmail 1.0 All All All

Application Matt Wright Formmail 1.1 All All All

Application Matt Wright Formmail 1.2 All All All

Application Matt Wright Formmail 1.3 All All All

Application Matt Wright Formmail 1.4 All All All

Application Matt Wright Formmail 1.5 All All All

Application Matt Wright Formmail 1.6 All All All

Application Matt Wright Formmail 1.7 All All All

Application Matt Wright Formmail 1.8 All All All

Application Matt Wright Formmail 1.9 All All All

Application Matt Wright Formmail 1.0 All All All

Application Matt Wright Formmail 1.1 All All All

Application Matt Wright Formmail 1.2 All All All

Application Matt Wright Formmail 1.3 All All All

Application Matt Wright Formmail 1.4 All All All

Application Matt Wright Formmail 1.5 All All All

Application Matt Wright Formmail 1.6 All All All
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Application Matt Wright Formmail 1.6 All All All

Application Matt Wright Formmail 1.7 All All All

Application Matt Wright Formmail 1.8 All All All

Application Matt Wright Formmail 1.9 All All All

References

Reference Source Link

FormMail Real Name/Email Address CGI Variable Spamming Vulnerability BID www.securityfocus.com

Neohapsis Archives - Bugtraq - Anonymous Mail Forwarding Vulnerabilities in FormMail 1.9 - From rfg@monkeys.com BUGTRAQ archives.neohapsis.com

Matt's Script Archive: FormMail: Readme CONFIRM www.scriptarchive.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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