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AVLACUAUNCCICAC Certain versions of Newsx from Newsx contain the following
’ vulnerability:

Format string vulnerability in newsx NNTP client before 1.4.8 allows
local users to execute arbitrary code via format string specifiers that are
not properly handled in a call to the syslog function.

CVE-2002-1789 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 7.2-HIGH

Access Access Authentication
Vector Complexity
Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact
COMPLETE COMPLETE COMPLETE
CVE References
Description Tags Link
ISS X-Force Database: newsx-syslog-format-string (9583): newsx NNTP client [ Patch | ) XF newsx-syslog-
syslog() local format string format-string(9583)
NewsX NNTP SysLog Format String Vulnerability [ Patch | (D BID 5240
cve.report (archive)
Vendor Advisory ‘@ FREEBSD FreeBSD-
ftp.freebsd.org SN-02:05
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AvAa mmAara Aannranviata far uanir miivmana MVUCvanavt Aaan nat nanannarvihis AandAavan tha viaua Aviarannad A Aananir wiith tha fanta nvanantad Ak thAana altan Chivdhar



https://cve.report/
https://cve.report/CVE-2002-1789/mitre
https://cve.report/CVE-2002-1789/nist
https://cve.report/CVE-2002-1789/cve_org
https://cve.report/CVE-2002-1789.pdf
http://cve.report/software/newsx/newsx
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https://web.archive.org/web/2002/http://www.iss.net/security_center/static/9583.php
http://cve.report/bid/5240
https://cve.report/CVE-2002-1789/a87277d8
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CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Newsx Newsx 1.4_pl6 All All All
Application Newsx Newsx 1.4_pl6 All All All

cpe:2.3:a:newsx:newsx:1.4_pl6:*:*:

No vendor comments have been submitted for this CVE
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