
CVE-2002-1796
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2002-1796

State PUBLISHED

Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2002-12-31 05:00:00 UTC

Updated 2025-04-03 01:03:51 UTC

Description ChaiVM EZloader for HP color LaserJet 4500 and 4550 and HP LaserJet 4100 and 8150 does not properly verify JAR signatures for new services, which allows local users to load unauthorized Chai services.

Risk And Classification

Primary CVSS: v3.1 7.8 HIGH from nvd@nist.gov

CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

Problem Types: CWE-347 | n/a | CWE-347 CWE-347 Improper Verification of Cryptographic
Signature

Version Source Type Score Severity Vector

3.1 nvd@nist.gov Primary 7.8 HIGH CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

3.1 ADP DECLARED 7.8 HIGH CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

3.1 134c704f-9b21-4f2e-91b3-4a467353bcc0 Secondary 7.8 HIGH CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

2.0 nvd@nist.gov Primary 4.6 AV:L/AC:L/Au:N/C:P/I:P/A:P

CVSS v3.1 Breakdown

Attack Vector

Local

Attack Complexity

Low

Privileges Required

Low

User Interaction

None

Scope

Unchanged

Confidentiality

High

https://cve.report/
https://cve.report/CVE-2002-1796/mitre
https://cve.report/CVE-2002-1796/nist
https://cve.report/CVE-2002-1796/cve_org
https://cve.report/api/cve/CVE-2002-1796.json
https://cve.report/CVE-2002-1796.pdf


CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

CVSS v2.0 Breakdown

AV:L/AC:L/Au:N/C:P/I:P/A:P

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Hp Chaivm Ezloader - All All All

Hardware Hp Laserjet 4100 - All All All

Hardware Hp Laserjet 4500 - All All All

Hardware Hp Laserjet 4550 - All All All

Hardware Hp Laserjet 8150 - All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference

SecurityFocus HOME Mailing List: BugTraq

PHENOELIT

HP ChaiVM EZLoader Arbitrary JAR Loading Vulnerability

High

Integrity

High

Availability

High

Access Vector

Local

Access Complexity

Low

Authentication

None

Confidentiality

Partial

Integrity

Partial

Availability

Partial

http://cve.report/vendor/hp
http://cve.report/software/hp/chaivm_ezloader
http://cve.report/vendor/hp
http://cve.report/software/hp/laserjet_4100
http://cve.report/vendor/hp
http://cve.report/software/hp/laserjet_4500
http://cve.report/vendor/hp
http://cve.report/software/hp/laserjet_4550
http://cve.report/vendor/hp
http://cve.report/software/hp/laserjet_8150
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://www.securityfocus.com/archive/1/284648
http://www.phenoelit.de/stuff/HP_Chai.txt
http://www.securityfocus.com/bid/5334


SecurityFocus HOME Advisories: Sec. Vulenrability in ChaiVM EZloader

ISS X-Force Database: hp-chaivm-add-services (9695): HP ChaiVM EZloader improper signature verification could allow an attacker to add malicious services

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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