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AVNACLAUNCENAN Certain versions of Imagefolio from Bizdesign contain the following
vulnerability:

ImageFolio 2.23 through 2.27 allows remote attackers to obtain
sensitive information via a nonexistent image category, which leaks the
web root in the resulting error message.

CVE-2002-1801 has been assigned by [ cve@mitre.org to track the vulnerability

CVSS2 Score: ~5-MEDIUM

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link
SecurityFocus % BUGTRAQ 20020609
[LoWNOISE] ImageFolio Pro
2.2
ISS X-Force Database: imagefolio-setup-cgi-access (9308): ImageFolio (D) XF magefolio-setup-cgi-
setup.cgi script can be accessed remotely access(9308)
Not Archived
BizDesign ImageFolio Authorized User Web Root Disclosure Vulnerability X ) BID 4976
cve.report (archive)
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are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
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nnnnnn +AN A vAnAvE


https://cve.report/
https://cve.report/CVE-2002-1801/mitre
https://cve.report/CVE-2002-1801/nist
https://cve.report/CVE-2002-1801/cve_org
https://cve.report/CVE-2002-1801.pdf
http://cve.report/software/bizdesign/imagefolio
http://cve.report/vendor/bizdesign
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://web.archive.org/web/2002/http://online.securityfocus.com/archive/1/276133
https://web.archive.org/web/2002/http://www.iss.net/security_center/static/9308.php
http://cve.report/bid/4976
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There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Bizdesign Imagefolio 2.23 All All All
Application Bizdesign Imagefolio 2.24 All All All
Application Bizdesign Imagefolio 2.26 All All All
Application Bizdesign Imagefolio 2.27 All All All
Application Bizdesign Imagefolio 2.23 All All All
Application Bizdesign Imagefolio 2.24 All All All
Application Bizdesign Imagefolio 2.26 All All All
Application Bizdesign Imagefolio 2.27 All All All

No vendor comments have been submitted for this CVE
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