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Sendmail 8.9.0 through 8.12.3 allows local users to cause a denial of service by obtaining an exclusive lock on the (1) alias

Risk And Classification

1|

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Product

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Version

8.10

8.10.1

8.10.2

8.11.0

8.11.1

8.11.2

8.11.3

8.11.4

8.11.5

8.11.6

8.12

8.12

8.12.0

8.12.1

Update
All

All

All

All

All

All

All

All

All

All
beta10
betal2
beta16
betab
beta7
All

All

Edition

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

Language
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All


https://cve.report/
https://cve.report/CVE-2002-1827/mitre
https://cve.report/CVE-2002-1827/nist
https://cve.report/CVE-2002-1827/cve_org
https://cve.report/CVE-2002-1827.pdf
http://cve.report/vendor/sendmail
http://cve.report/software/sendmail/sendmail
http://cve.report/vendor/sendmail
http://cve.report/software/sendmail/sendmail
http://cve.report/vendor/sendmail
http://cve.report/software/sendmail/sendmail
http://cve.report/vendor/sendmail
http://cve.report/software/sendmail/sendmail
http://cve.report/vendor/sendmail
http://cve.report/software/sendmail/sendmail
http://cve.report/vendor/sendmail
http://cve.report/software/sendmail/sendmail
http://cve.report/vendor/sendmail
http://cve.report/software/sendmail/sendmail
http://cve.report/vendor/sendmail
http://cve.report/software/sendmail/sendmail
http://cve.report/vendor/sendmail
http://cve.report/software/sendmail/sendmail
http://cve.report/vendor/sendmail
http://cve.report/software/sendmail/sendmail
http://cve.report/vendor/sendmail
http://cve.report/software/sendmail/sendmail
http://cve.report/vendor/sendmail
http://cve.report/software/sendmail/sendmail
http://cve.report/vendor/sendmail
http://cve.report/software/sendmail/sendmail
http://cve.report/vendor/sendmail
http://cve.report/software/sendmail/sendmail
http://cve.report/vendor/sendmail
http://cve.report/software/sendmail/sendmail
http://cve.report/vendor/sendmail
http://cve.report/software/sendmail/sendmail
http://cve.report/vendor/sendmail
http://cve.report/software/sendmail/sendmail

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

Sendmail

8.12.2

8.12.3

8.9.0

8.9.1

8.9.2

8.9.3

8.10

8.10.1

8.10.2

8.11.0

8.11.1

8.11.2

8.11.3

8.11.4

8.11.5

8.11.6

8.12

8.12

8.12

8.12

8.12

8.12.0

8.12.1

8.12.2

8.12.3

8.9.0

8.9.1

8.9.2

8.9.3

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

beta10

betal2

beta16

betab

beta7

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

References

Reference

SecurityFocus HOME Mailing List: BugTraq

Sendmail Sentrion Open Source - Open Source Email Server | Proofpoint

ISS X-Force Database: sendmail-file-locking-dos (9162): Sendmail file locking denial of service

Source

CONFIRM

BUGTRAQ

XF

Link Ta
www.sendmail.org Ve
online.securityfocus.com

www.iss.net


http://cve.report/vendor/sendmail
http://cve.report/software/sendmail/sendmail
http://cve.report/vendor/sendmail
http://cve.report/software/sendmail/sendmail
http://cve.report/vendor/sendmail
http://cve.report/software/sendmail/sendmail
http://cve.report/vendor/sendmail
http://cve.report/software/sendmail/sendmail
http://cve.report/vendor/sendmail
http://cve.report/software/sendmail/sendmail
http://cve.report/vendor/sendmail
http://cve.report/software/sendmail/sendmail
http://cve.report/vendor/sendmail
http://cve.report/software/sendmail/sendmail
http://cve.report/vendor/sendmail
http://cve.report/software/sendmail/sendmail
http://cve.report/vendor/sendmail
http://cve.report/software/sendmail/sendmail
http://cve.report/vendor/sendmail
http://cve.report/software/sendmail/sendmail
http://cve.report/vendor/sendmail
http://cve.report/software/sendmail/sendmail
http://cve.report/vendor/sendmail
http://cve.report/software/sendmail/sendmail
http://cve.report/vendor/sendmail
http://cve.report/software/sendmail/sendmail
http://cve.report/vendor/sendmail
http://cve.report/software/sendmail/sendmail
http://cve.report/vendor/sendmail
http://cve.report/software/sendmail/sendmail
http://cve.report/vendor/sendmail
http://cve.report/software/sendmail/sendmail
http://cve.report/vendor/sendmail
http://cve.report/software/sendmail/sendmail
http://cve.report/vendor/sendmail
http://cve.report/software/sendmail/sendmail
http://cve.report/vendor/sendmail
http://cve.report/software/sendmail/sendmail
http://cve.report/vendor/sendmail
http://cve.report/software/sendmail/sendmail
http://cve.report/vendor/sendmail
http://cve.report/software/sendmail/sendmail
http://cve.report/vendor/sendmail
http://cve.report/software/sendmail/sendmail
http://cve.report/vendor/sendmail
http://cve.report/software/sendmail/sendmail
http://cve.report/vendor/sendmail
http://cve.report/software/sendmail/sendmail
http://cve.report/vendor/sendmail
http://cve.report/software/sendmail/sendmail
http://cve.report/vendor/sendmail
http://cve.report/software/sendmail/sendmail
http://cve.report/vendor/sendmail
http://cve.report/software/sendmail/sendmail
http://cve.report/vendor/sendmail
http://cve.report/software/sendmail/sendmail
http://cve.report/vendor/sendmail
http://cve.report/software/sendmail/sendmail
http://www.sendmail.org/LockingAdvisory.txt
http://online.securityfocus.com/archive/1/274033
http://www.iss.net/security_center/static/9162.php

Sendmail File Locking benial Ot Service vVulnerability BID WWwWw.securityrocus.com EX

CVE Program record CVE.ORG www.cve.org cal

NVD vulnerability detail NVD nvd.nist.gov cal

/]

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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