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Summary

CVE CVE-2002-1865

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2002-12-31 05:00:00 UTC

Updated 2008-09-05 20:31:00 UTC

Description Buffer overflow in the Embedded HTTP server, as used in (1) D-Link DI-804 4.68, Dl-704 V2.56b6, and Dl-704 V2.56b5 and (2) Linksys Etherfast BEFW11S4 Wireless AP + Cable/DSL Router 1.37.2 through 1.42.7 and Linksys WAP11 1.3 and 1.4, allows remote attackers to cause a denial of service (crash) via a long header, as demonstrated using the Host header.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware D-link Di-804 4.68 All All All

Hardware D-link Di-804 4.68 All All All

Hardware D-link Dl-704 2.56_b5 All All All

Hardware D-link Dl-704 2.56_b6 All All All

Hardware D-link Dl-704 2.56_b5 All All All

Hardware D-link Dl-704 2.56_b6 All All All

Hardware Linksys Befw11s4 1.37.2 All All All

Hardware Linksys Befw11s4 1.37.2b All All All

Hardware Linksys Befw11s4 1.37.9b All All All

Hardware Linksys Befw11s4 1.4.2.7 All All All

Hardware Linksys Befw11s4 1.40.3 All All All

Hardware Linksys Befw11s4 1.42.7 All All All

Hardware Linksys Befw11s4 1.37.2 All All All

Hardware Linksys Befw11s4 1.37.2b All All All

Hardware Linksys Befw11s4 1.37.9b All All All

Hardware Linksys Befw11s4 1.4.2.7 All All All

Hardware Linksys Befw11s4 1.40.3 All All All
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Hardware Linksys Befw11s4 1.40.3 All All All

Hardware Linksys Befw11s4 1.42.7 All All All

Hardware Linksys Wap11 1.3 All All All

Hardware Linksys Wap11 1.4 All All All

Hardware Linksys Wap11 1.3 All All All

Hardware Linksys Wap11 1.4 All All All
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Multiple Vendor Access Point Embedded HTTP Server Denial of Service Vulnerability

Neohapsis Archives - VulnWatch - [VulnWatch] Re: IDEFENSE DOS in Linksys BEFSR41 EtherFast Cable/DSL Router + More issues DLINK & LINKSYS - From mark_at_ngssoftware.com

ISS X-Force Database: ap-embedded-http-dos (10537): Multiple vendor access point Embedded HTTP Server denial of service

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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