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CVE-2002-1921

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

AUNACUAUNCPILPIAP Certain versions of Mysql from Oracle contain the following
’ vulnerability:

The default configuration of MySQL 3.20.32 through 3.23.52, when
running on Windows, does set the bind address to the loopback
interface, which allows remote attackers to connect to the database.

CVE-2002-1921 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 7.5-HIGH

Access Access Authentication
Vector Complexity

Low [NONE_
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

MySQL Bind Address Not Enabled Weak Default Configuration (D) BID 5511

Vulnerability

SecurityFocus HOME Mailing List: BugTraq () BUGTRAQ 20020818 Weak

MySQL Default Configuration on

(Yl Windows

ISS X-Force Database: mysql-disabled-binding-loopback (9908): MySQL () XF mysql-disabled-binding-
binding to the loopback adapter is disabled loopback(9908)

Not Archived

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.
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There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Oracle Mysq| 3.20.32a All All All
Application Oracle Mysql 3.22.26 All All All
Application Oracle Mysal 3.22.27 All All All
Application Oracle Mysql 3.22.28 All All All
Application Oracle Mysql 3.22.29 All All All
Application Oracle Mysql 3.22.30 All All All
Application Oracle Mysql 3.22.32 All All All
Application Oracle Mysql 3.23.10 All All All
Application Oracle Mysql 3.23.2 All All All
Application Oracle Mysq| 3.23.23 All All All
Application Oracle Mysaql 3.23.24 All All All
Application Oracle Mysq| 3.23.25 All All All
Application Oracle Mysaql 3.23.26 All All All
Application Oracle Mysq| 3.23.27 All All All
Application Oracle Mysaql 3.23.28 All All All
Application Oracle Mysql 3.23.28 gamma All All
Application Oracle Mysql 3.23.29 All All All
Application Oracle Mysql 3.23.3 All All All
Application Oracle Mysql 3.23.30 All All All
Application Oracle Mysql 3.23.31 All All All
Application Oracle Mysql 3.23.34 All All All
Application Oracle Mysq| 3.23.36 All All All
Application Oracle Mysql 3.23.37 All All All
Application Oracle Mysql 3.23.38 All All All
Application Oracle Mysql 3.23.39 All All All
Application Oracle Mysql 3.23.4 All All All
Application Oracle Mysql 3.23.40 All All All
Application Oracle Mysql 3.23.41 All All All
Application Oracle Mysq| 3.23.42 All All All
Application Oracle Mysql 3.23.43 All All All
Application Oracle Mysq| 3.23.44 All All All
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akkak ok kakk.

cpe:2.3:a:oracle:mysql:3.23.10: " ™

ARk LKLk LKLk k,

cpe:2.3:a:oracle:mysql:3.23.2:*: """

akk Lk akkakk,

cpe:2.3:a:oracle:mysql:3.23.23: "

akak Lk okkakk,

cpe:2.3:a:oracle:mysql:3.23.24 %"

dkak kR .k akk,

cpe:2.3:a:oracle:mysql:3.23.25:% "

dkLak koK akakk,

cpe:2.3:a:oracle:mysql:3.23.26: %"

ARk kR kR k.

cpe:2.3:a:oracle:mysql:3.23.27: "
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dkakLk kR Rk,

cpe:2.3:a:oracle:mysql:3.23.28: "

akak kR kR k.

cpe:2.3:a:oracle:mysql:3.23.29: "

Kk kK kKK,

cpe:2.3:a:oracle:mysql:3.23.3:*

ARk koK kR k.

cpe:2.3:a:oracle:mysql:3.23.30: " i

ARk kR ok Rk,

cpe:2.3:a:oracle:mysql:3.23.31: ™

Ak kR kR Rk,

cpe:2.3:a:oracle:mysql:3.23.36: " "

ak kR kR Rk,

cpe:2.3:a:oracle:mysql:3.23.37: "

akak koK ok Rk,

cpe:2.3:a:oracle:mysql:3.23.38: " "

dk kR ok ak Rk,

cpe:2.3:a:oracle:mysql:3.23.39:" "

Rk ok ok kKK,

cpe:2.3:a:oracle:mysql:3.23.4:* " "

cpe:2.3:a:oracle:mysql:3.23.5:* %"

akLkuk ok kakk,

cpe:2.3:a:oracle:mysql:3.23.50:%:":*

dkLkLk ok kukk,

cpe:2.3:a:oracle:mysql:3.23.51: "

dkLkak ok kukk,

cpe:2.3:a:oracle:mysql:3.23.52:%: "

ARk kKK LKLk,

cpe:2.3:a:oracle:mysql:3.23.8:*: """

cpe:2.3:a:oracle:mysql:3.23.9:****: %
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cpe.c.o.d.ordcienysgl.s.cu.ocd. . . . ..o

ARk Lk Rk LRk,

cpe:2.3:a:oracle:mysql:3.22.26::* "

ARk kKRR k.

cpe:2.3:a:oracle:mysql:3.22.28: " "

ARk koK kR k.

cpe:2.3:a:oracle:mysql:3.22.29: " "

cpe:2.3:a:oracle:mysql:3.23.2:*

akak koK ak Rk,

cpe:2.3:a:oracle:mysql:3.23.23:* " "

dkak kR kR k.

cpe:2.3:a:oracle:mysql:3.23.24: "

ak kK ok ak Rk,

cpe:2.3:a:oracle:mysql:3.23.25: " "

akLkak ok kakok,

cpe:2.3:a:oracle:mysql:3.23.38: "%

akkLk ok akakk,

cpe:2.3:a:oracle:mysql:3.23.39: "

cpe:2.3:a:oracle:mysql:3.23.4:* "

dkak kKR Lk k,

cpe:2.3:a:oracle:mysql:3.23.40: " ™

ARk kR kR k.

cpe:2.3:a:oracle:mysql:3.23.42: "



cpe:2.3:a:oracle:mysql:3.23.44

cpe:2.3:a:oracle:mysql:3.23.45:

cpe:2.3:a:oracle:mysql:3.23.46: "

cpe:2.3:a:oracle:mysql:3.23.47:

cpe:2.3:a:oracle:mysql:3.23.49: "

cpe:2.3:a:oracle:mysql:3.23.5:*

cpe:2.3:a:oracle:mysql:3.23.50: " " *:

cpe:2.3:a:oracle:mysql:3.23.51 i

cpe:2.3:a:oracle:mysql:3.23.8:* " " *

cpe:2.3:a:oracle:mysql:3.23.9:* " "

No vendor comments have been submitted for this CVE
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