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AVNACUAUNCPIPAP Certain versions of Windows 2000 from Microsoft contain the following
’ vulnerability:

Microsoft Windows XP and Windows 2000, when configured to send
administrative alerts and the "Do not overwrite events (clear log
manually)" option is set, does not notify the administrator when the log
reaches its maximum size, which allows local users and remote
attackers to avoid detection.

CVE-2002-1932 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 7.5-HIGH

Access Access Authentication
Vector Complexity

Low [NONE
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

SecurityFocus () BUGTRAQ 20021011 A full
event log does not send

YOl administrative alerts

Actions définies pour les alertes d'administration ne se produisent pas B® MSKB Q329350
lorsque le journal de sécurité est plein

Microsoft Windows 2000/XP Full Event Log Administrative Alert Weakness [ Patch | ) BID 5972

cve.report (archive)
|

ISS X-Force Database: win-admin-alerts-fail (10377): Windows XP and [ Patch | ) XF win-admin-alerts-
2000 administrative alerts fail when security event log is full fail(10377)

Not Archived
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https://cve.report/CVE-2002-1932/mitre
https://cve.report/CVE-2002-1932/nist
https://cve.report/CVE-2002-1932/cve_org
https://cve.report/CVE-2002-1932.pdf
http://cve.report/software/microsoft/windows_2000
http://cve.report/vendor/microsoft
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://web.archive.org/web/2002/http://online.securityfocus.com/archive/1/295341
http://support.microsoft.com/default.aspx?scid=kb;%5BLN%5D;329350
http://cve.report/bid/5972
https://web.archive.org/web/2002/http://www.iss.net/security_center/static/10377.php

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Microsoft Windows 2000 All All All All
System

Operating Microsoft Windows 2000 All sp1 All All
System

Operating Microsoft Windows 2000 All sp2 All All
System

Operating Microsoft Windows 2000 All All All All
System

Operating Microsoft Windows 2000 All sp1 All All
System

Operating Microsoft Windows 2000 All sp2 All All
System

Operating Microsoft Windows Xp All All home All
System

Operating Microsoft Windows Xp All gold professional All
System

Operating Microsoft Windows Xp All All home All
System

Operating Microsoft Windows Xp All gold professional All
System
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No vendor comments have been submitted for this CVE
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