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AVAACLAUNCN AP Certain versions of Smartmail Server from Virtualzone contain the
following vulnerability:

Buffer overflow in SmartMail Server 1.0 Beta 10 allows remote
attackers to cause a denial of service (crash) via a long request to (1)
TCP port 25 (SMTP) or (2) TCP port 110 (POP3).

CVE-2002-1945 has been assigned by [fJ] cve@mitre.org to track the vulnerability

CVSS2 Score: ~5-MEDIUM

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link
m 7y BUGTRAQ 20021031
SmartMail server DOS
ISS X-Force Database: smartmail-server-ports-dos (10512): SmartMail Server (7) XF smartmail-server-
port 25 and 110 denial of service ports-dos(10512)
Not Archived
SmartMail Server Oversized Request Denial Of Service Vulnerability | Exploit | (D BID 6075
cve.report (archive)
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There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version
Application Virtualzone Smartmail Server 1.0_beta_10
Application Virtualzone Smartmail Server 1.0_beta_10

cpe:2.3:a:virtualzone:smartmail_server:1.0_beta_10:*:*:*:**:*:*:

cpe:2.3:a:virtualzone:smartmail_server:1.0_beta_10:*:*:*:**:*:*:

No vendor comments have been submitted for this CVE
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This

site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web

site. This site includes MITRE data granted under the following license.
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