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AVNCUAUNCPIPIAP Certain versions of Phprank from Phprank contain the following
’ vulnerability:

phpRank 1.8 does not properly check the return codes for MySQL
operations when authenticating users, which could allow remote
attackers to authenticate using a NULL password when database
errors occur or if the database is unavailable.

CVE-2002-1952 has been assigned by [ cve@mitre.org to track the vulnerability

CVSS2 Score: 7.5-HIGH

Access Access Authentication
Vector Complexity

Low [NONE_
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link
Neohapsis Archives - Bugtraq - Multiple vulnerabilities in phpRank - From ) BUGTRAQ
j_at_pureftpd.org 20021010 Multiple
vulnerabilities in
phpRank
ISS X-Force Database: phprank-null-bypass-authentication (10353): phpRank NULL {2 XF phprank-null-
password could allow an attacker to bypass authentication bypass-
(Nl  authentication(10353)
PHPRank MySQL Error Unauthorized Access Vulnerability ) BID 5948
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There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Phprank Phprank 1.8 All All All
Application Phprank Phprank 1.8 All All All

cpe:2.3:a:phprank:phprank:1.8:*:*:**:**:*:

cpe:2.3:a:phprank:phprank:1.8:*:*:**:**:*:

No vendor comments have been submitted for this CVE
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