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Summary

CVE CVE-2002-1992

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2002-12-31 05:00:00 UTC

Updated 2008-09-05 20:32:00 UTC

Description Buffer overflow in jrun.dll in ColdFusion MX, when used with IIS 4 or 5, allows remote attackers to cause a denial of service in IIS via (1) a long template file name or (2) a long HTTP header.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Macromedia Coldfusion All All All All

Application Macromedia Coldfusion All All developer All

Application Macromedia Coldfusion All All All All

Application Macromedia Coldfusion All All developer All

Application Macromedia Coldfusion Professional All All All All

Application Macromedia Coldfusion Professional All All All All

References

Reference Source Link

Macromedia ColdFusion MX IIS ISAPI Filter Buffer Overrun Vulnerability BID www.securityfocus.com

Macromedia: MPSB02-05 - Patch Available for Buffer Overflow attack on ColdFusion MX with Microsoft IIS CONFIRM www.macromedia.com

ISS X-Force Database: coldfusion-mx-jrundll-bo (9460): ColdFusion MX jrun.dll template file request buffer overflow XF www.iss.net

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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