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https://cve.report/CVE-2002-20001.pdf
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http://cve.report/vendor/f5
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http://cve.report/vendor/f5
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http://cve.report/software/f5/big-ip_application_visibility_and_reporting
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http://cve.report/software/f5/big-ip_carrier-grade_nat
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http://cve.report/software/f5/big-ip_fraud_protection_service
http://cve.report/vendor/f5
http://cve.report/software/f5/big-ip_global_traffic_manager
http://cve.report/vendor/f5
http://cve.report/software/f5/big-ip_link_controller
http://cve.report/vendor/f5
http://cve.report/software/f5/big-ip_local_traffic_manager
http://cve.report/vendor/f5
http://cve.report/software/f5/big-ip_policy_enforcement_manager
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Operating System Siemens Scalance W1750d Firmware All All All All
Application Stormshield Stormshield Management Center All All All All
Application Stormshield Stormshield Network Security All All All All
Operating System Suse Linux Enterprise Server 11 - All All
Operating System Suse Linux Enterprise Server 12 - All All
Operating System Suse Linux Enterprise Server 15 All All All
Reference Source Link
Security Vulnerability: DHEater aka CVE-2002-20001 | Support | SUSE MISC WWW.SUSE
D(HE)at Attack / dheater - GitLab MISC gitlab.com
GitHub - Balasys/dheater: D(HE)ater is a security tool can perform DoS attack by enforcing the DHE key exchange. MISC github.cor
Server overload by enforcing DHE key exchange using minimal bandwidth : netsec MISC www.redd
Configuring Supported TLS Groups in OpenSSL - OpenSSL Blog MISC www.oper
support.f5.com/csp/article/K83120834 MISC support.f5
dheatattack.com MISC dheatattac
D(HE)at Attack | D(HE)at Attack dheatattac
cert-portal.siemens.com/productcert/pdf/ssa-506569.pdf CONFIRM cert-portal
www.arubanetworks.com/assets/alert/ ARUBA-PSA-2022-004.txt MISC www.arub
Stop recommending DHE, because of "dheater" vulnerability - Issue #162 - mozilla/ssl-config-generator - GitHub MISC github.cor
ResearchGate MISC www.rese
CVE Program record CVE.ORG www.cve.(
NVD vulnerability detail NVD nvd.nist.g¢
4] | 1

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

376752 F5 BIG-IP Application Security Manager (ASM), Local Traffic Manager (LTM), Access Policy Manager (APM) Diffie-Hellman key
agreement protocol Vulnerability (K83120834)

591188 Siemens SCALANCE W1750D Multiple Vulnerabilities (ICSA-22-314-10, SSA-506569)
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