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Summary

CVE CVE-2002-2045

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2002-12-31 05:00:00 UTC

Updated 2017-07-11 01:29:00 UTC

Description x_stat_admin.php in x-stat 2.3 and earlier allows remote attackers to (1) execute PHP commands such as phpinfo or (2) obtain the full path of the web server via an invalid action parameter, which leaks the pathname in an error message.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Xqus X-stat 2.2 All All All

Application Xqus X-stat 2.3 All All All

Application Xqus X-stat 2.2 All All All

Application Xqus X-stat 2.3 All All All

References

Reference

IBM X-Force Exchange

X-Stat PHPInfo Information Disclosure Vulnerability

IBM X-Force Exchange

X-Stat Path Disclosure Vulnerability

Vulnerability Development: X_holes

www.ifrance.com/kitetoua/tuto/x_holes.txt

SecurityTracker.com Archives - X-stat Log File Analysis Tool Has Multiple Vulnerabilities That Allow Remote Users to Obtain Information About the System and Conduct Cross-Site Scripting Attacks Against x-stat Administrators
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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