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AVNACLAUNCRIPIAP Certain versions of Atguard Personal Firewall from Atguard contain the
’ following vulnerability:

AtGuard 3.2 allows remote attackers to bypass firwall filters and
execute prohibited programs by changing the filenames to permitted
filenames.

CVE-2002-2063 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 7.5-HIGH

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

SecurityFocus Bugtraq: ITCP Advisory 13: Bypassing of ATGuard Firewall | Exploit | (0 BUGTRAQ 20020429 ITCP

possible Vendor Advisory Advisory 13: Bypassing of

ATGuard Firewall possible

ATGuard Personal Firewall Outgoing Connection Restriction Bypass cve.report (archive) (D) BID 4620

Vulnerability

ISS X-Force Database: atguard-firewall-bypass (8962): AtGuard Personal @ XF atguard-firewall-

Firewall could allow malicious applications to bypass restrictions [ text/html | bypass(8962)
By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
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https://cve.report/CVE-2002-2063.pdf
http://cve.report/software/atguard/atguard_personal_firewall
http://cve.report/vendor/atguard
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://web.archive.org/web/2002/http://www.derkeiler.com/Mailing-Lists/securityfocus/bugtraq/2002-04/0412.html
http://cve.report/bid/4620
https://web.archive.org/web/2002/http://www.iss.net/security_center/static/8962.php

U VLICPUIL UUED 1IUL SHUUIDE dlly LUITITITIgIvidl PIUUULLY Lidl THidy VE THSTHLUUIIEU Ul LTIEDE DIED. IMicddt auultdd LUITITTICTILD dvuul dlly HTINSU payes v

comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Atguard Atguard Personal Firewall 3.2 All All All
Application Atguard Atguard Personal Firewall 3.2 All All All

cpe:2.3:a:atguard:atguard_personal_firewall:3.2:*:****

cpe:2.3:a:atguard:atguard_personal_firewall:3.2:*:*:** %

No vendor comments have been submitted for this CVE
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