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Summary

CVE CVE-2002-2213

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2002-12-31 05:00:00 UTC

Updated 2008-09-05 20:32:00 UTC

Description The DNS resolver in unspecified versions of Infoblox DNS One, when resolving recursive DNS queries for arbitrary hosts, allows remote attackers to conduct DNS cache poisoning via a birthday attack that uses a large number of open queries for the same resource record (RR) combined with spoofed responses, which increases the possibility of successfully spoofing a response in a way that is more efficient than brute force methods.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Infoblox Dns One All All All All

Application Infoblox Dns One All All All All

Application Isc Bind 4.9 All All All

Application Isc Bind 4.9.10 All All All

Application Isc Bind 4.9.2 All All All

Application Isc Bind 4.9.3 All All All

Application Isc Bind 4.9.4 All All All

Application Isc Bind 4.9.5 All All All

Application Isc Bind 4.9.5 p1 All All

Application Isc Bind 4.9.6 All All All

Application Isc Bind 4.9.7 All All All

Application Isc Bind 4.9.8 All All All

Application Isc Bind 4.9.9 All All All

Application Isc Bind 8.2 All All All

Application Isc Bind 8.2.1 All All All

Application Isc Bind 8.2.2 All All All

Application Isc Bind 8.2.2 p1 All All
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Application Isc Bind 8.2.2 p1 All All

Application Isc Bind 8.2.2 p2 All All

Application Isc Bind 8.2.2 p3 All All

Application Isc Bind 8.2.2 p4 All All

Application Isc Bind 8.2.2 p5 All All

Application Isc Bind 8.2.2 p6 All All

Application Isc Bind 8.2.2 p7 All All

Application Isc Bind 8.2.3 All All All

Application Isc Bind 8.2.4 All All All

Application Isc Bind 8.2.5 All All All

Application Isc Bind 8.2.6 All All All

Application Isc Bind 8.2.7 All All All

Application Isc Bind 8.3.0 All All All

Application Isc Bind 8.3.1 All All All

Application Isc Bind 8.3.2 All All All

Application Isc Bind 8.3.3 All All All

Application Isc Bind 8.3.4 All All All

Application Isc Bind 4.9 All All All

Application Isc Bind 4.9.10 All All All

Application Isc Bind 4.9.2 All All All

Application Isc Bind 4.9.3 All All All

Application Isc Bind 4.9.4 All All All

Application Isc Bind 4.9.5 All All All

Application Isc Bind 4.9.5 p1 All All

Application Isc Bind 4.9.6 All All All

Application Isc Bind 4.9.7 All All All

Application Isc Bind 4.9.8 All All All

Application Isc Bind 4.9.9 All All All

Application Isc Bind 8.2 All All All

Application Isc Bind 8.2.1 All All All

Application Isc Bind 8.2.2 All All All

Application Isc Bind 8.2.2 p1 All All

Application Isc Bind 8.2.2 p2 All All

Application Isc Bind 8.2.2 p3 All All

Application Isc Bind 8.2.2 p4 All All

Application Isc Bind 8.2.2 p5 All All
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Application Isc Bind 8.2.2 p6 All All

Application Isc Bind 8.2.2 p7 All All

Application Isc Bind 8.2.3 All All All

Application Isc Bind 8.2.4 All All All

Application Isc Bind 8.2.5 All All All

Application Isc Bind 8.2.6 All All All

Application Isc Bind 8.2.7 All All All

Application Isc Bind 8.3.0 All All All

Application Isc Bind 8.3.1 All All All

Application Isc Bind 8.3.2 All All All

Application Isc Bind 8.3.3 All All All

Application Isc Bind 8.3.4 All All All

References

Reference Source Link Tags

InfoBlox Information for VU#457875 CONFIRM www.kb.cert.org

A página não foi encontrada MISC www.rnp.br Patch

Spiral Bound - The Most Informative Website About Internet Network MISC www.imconf.net

CERT/CC Vulnerability Note VU#457875 CERT-VN www.kb.cert.org US Government Resource

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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