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AVN/ACLAUNIC:NAN/ALC

(1

Certain versions of Hitp Server from Apache contain the following
vulnerability:

Tomcat 4.0 through 4.1.12, using mod_jk 1.2.1 module on Apache 1.3
through 1.3.27, allows remote attackers to cause a denial of service
(desynchronized communications) via an HTTP GET request with a
Transfer-Encoding chunked field with invalid values.

CVE-2002-2272 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 7.8-HIGH

Access
Vector

NETWORK

Confidentiality
Impact

Access Authentication
Complexity

Low [NONE
Integrity Availability
Impact Impact

[ NONE |

CVE References

Description Tags Link
IBM X-Force Exchange SEEIER AR @ XF tomcat-modjk-get-
bo(10771)
Apache/Tomcat Mod_JK Chunked Encoding Denial Of Service [ Exploit | (@) BID 6320
Vulnerability [ Patch |
cve.report (archive)
text/html
Neohapsis Archives - Bugtraq - Apache/Tomcat Denial Of Service And  [[ZTEH (0 BUGTRAQ 20021204
Information Leakage Vulnerability - From alias_at_securityfocus.com Apache/Tomcat Denial Of Service
m And Information Leakage
Vulnerability
By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
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There are currently no QIDs associated with this CVE
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cpe:2.3:a:apache:http_server:1.3:*: " "

cpe:2.3:a:apache:http_server:1.3.0:*: "

cpe:2.3:a:apache:http_server:1.3.1: "

dkakakak ok ak k.

cpe:2.3:a:apache:http_server:1.3.10: 7 **:*:

Lk Kk kR akak,

cpe:2.3:a:apache:http_server:1.3.11: ™

dkakakak ok ak k.

cpe:2.3:a:apache:http_server:1.3.12:* "% *:

dkkakkakakak.

cpe:2.3:a:apache:http_server:1.3.22::*:*:*:*:*:*:

dkukakukakakak.

cpe:2.3:a:apache:http_server:1.3.23::**:*:*:*:*:

dk Lk ak Lk kakuk.

cpe:2.3:a:apache:http_server:1.3.27:* """

cpe:2.3:a:apache:http_server:1.3:*:*: "

cpe:2.3:a:apache:http_server:1.3.0:" " ™
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cpe:2.3:a:apache:http_server:1.3.1: " ™

Sk Lk k kR akak.

cpe:2.3:a:apache:http_server:1.3.10: %" *:*:

dk Lk k kR akak.

cpe:2.3:a:apache:http_server:1.3.11: ™

SRk kR kR k.

cpe:2.3:a:apache:http_server:1.3.13: "™

SRk kR ok akak.

cpe:2.3:a:apache:http_server:1.3.14: "

LRk kR kR k.

cpe:2.3:a:apache:http_server:1.3.15: "

dk Kk kR akak.

cpe:2.3:a:apache:http_server:1.3.16: 7 *:*:*:

Lk Kk kR akak.

cpe:2.3:a:apache:http_server:1.3.18:**:*:**:*:*:

cpe:2.3:a:apache:http_server:1.3.19:* 7 *:":*:*:

cpe:2.3:a:apache:http_server:1.3.2:" "™

cpe:2.3:a:apache:tomcat:4.0.0:*: "

cpe:2.3:a:apache:tomcat:4.0.1:*: "

cpe:2.3:a:apache:tomcat:4.0.2:*: %"

cpe:2.3:a:apache:tomcat:4.0.3:*: "

cpe:2.3:a:apache:tomcat:4.0.4: "

cpe:2.3:a:apache:tomcat:4.0.5:*: "

cpe:2.3:a:apache:tomcat:4.0.6:*:*: """

cpe:2.3:a:apache:tomcat:4.1.0:*:* "

cpe:2.3:a:apache:tomcat:4.1.1:* "



cpe:2.3:a:apache:tomcat:4.1.10:*:*: "

cpe:2.3:a:apache:tomcat:4.1.2:* "

cpe:2.3:a:apache:tomcat:4.1.3:" "™

cpe:2.3:a:apache:tomcat:4.1.3:beta:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:4.1.9:beta:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:4.0.0:* " "

cpe:2.3:a:apache:tomcat:4.0.1:* " ™

cpe:2.3:a:apache:tomcat:4.0.2:* " "

cpe:2.3:a:apache:tomcat:4.0.3:* %" %"

cpe:2.3:a:apache:tomcat:4.0.4:*: """

cpe:2.3:a:apache:tomcat:4.0.5:*: %"

cpe:2.3:a:apache:tomcat:4.0.6:*: """

cpe:2.3:a:apache:tomcat:4.1.0:" " ™

cpe:2.3:a:apache:tomcat:4.1.1:" " ™

cpe:2.3:a:apache:tomcat:4.1.2:" " ™

cpe:2.3:a:apache:tomcat:4.1.3:" " ™

No vendor comments have been submitted for this CVE
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