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Certain versions of Java from Symantec contain the following
vulnerability:

Symantec Java! JIT (Just-In-Time) Compiler for Netscape
Communicator 4.0 through 4.8 allows remote attackers to execute
arbitrary Java commands via an applet that uses a jump call, which is
not correctly compiled by the JIT compiler.

CVSS2 Score: 10 - HIGH
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CVE References

Description Tags Link

IBM X-Force Exchange exchange.xforce.ibmcloud.com

text/html

 XF symantec-jit-bypass-security(10711)

Symantec Java! JustInTime Compiler Command
Execution Vulnerability

Exploit

cve.report (archive)

text/html

 BID 6222

www.lsd-pl.net

application/pdf

Inactive Link Not Archived

 MISC www.lsd-pl.net/documents/javasecurity-
1.0.0.pdf

'[LSD] Java and JVM security vulnerabilities' - MARC marc.info

text/html

 BUGTRAQ 20021121 [LSD] Java and JVM
security vulnerabilities

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVE-2002-2281 has been assigned by  cve@mitre.org to track the vulnerability
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http://marc.info/?l=bugtraq&m=103798147613151&w=2


are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Symantec Java 4.0 All All All

Application Symantec Java 4.06 All All All

Application Symantec Java 4.07 All All All

Application Symantec Java 4.08 All All All

Application Symantec Java 4.4 All All All

Application Symantec Java 4.5 All All All

Application Symantec Java 4.51 All All All

Application Symantec Java 4.6 All All All

Application Symantec Java 4.61 All All All

Application Symantec Java 4.7 All All All

Application Symantec Java 4.72 All All All

Application Symantec Java 4.73 All All All

Application Symantec Java 4.74 All All All

Application Symantec Java 4.75 All All All

Application Symantec Java 4.76 All All All

Application Symantec Java 4.77 All All All

Application Symantec Java 4.78 All All All

Application Symantec Java 4.79 All All All

Application Symantec Java 4.0 All All All

Application Symantec Java 4.06 All All All

Application Symantec Java 4.07 All All All

Application Symantec Java 4.08 All All All

Application Symantec Java 4.4 All All All

Application Symantec Java 4.5 All All All

Application Symantec Java 4.51 All All All

Application Symantec Java 4.6 All All All

Application Symantec Java 4.61 All All All

Application Symantec Java 4.7 All All All

Application Symantec Java 4.72 All All All
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Application Symantec Java 4.73 All All All

Application Symantec Java 4.74 All All All

Application Symantec Java 4.75 All All All

Application Symantec Java 4.76 All All All

Application Symantec Java 4.77 All All All

Application Symantec Java 4.78 All All All

Application Symantec Java 4.79 All All All

cpe:2.3:a:symantec:java:4.0:*:*:*:*:*:*:*:

cpe:2.3:a:symantec:java:4.06:*:*:*:*:*:*:*:

cpe:2.3:a:symantec:java:4.07:*:*:*:*:*:*:*:

cpe:2.3:a:symantec:java:4.08:*:*:*:*:*:*:*:

cpe:2.3:a:symantec:java:4.4:*:*:*:*:*:*:*:

cpe:2.3:a:symantec:java:4.5:*:*:*:*:*:*:*:

cpe:2.3:a:symantec:java:4.51:*:*:*:*:*:*:*:

cpe:2.3:a:symantec:java:4.6:*:*:*:*:*:*:*:

cpe:2.3:a:symantec:java:4.61:*:*:*:*:*:*:*:

cpe:2.3:a:symantec:java:4.7:*:*:*:*:*:*:*:

cpe:2.3:a:symantec:java:4.72:*:*:*:*:*:*:*:

cpe:2.3:a:symantec:java:4.73:*:*:*:*:*:*:*:

cpe:2.3:a:symantec:java:4.74:*:*:*:*:*:*:*:

cpe:2.3:a:symantec:java:4.75:*:*:*:*:*:*:*:

cpe:2.3:a:symantec:java:4.76:*:*:*:*:*:*:*:

cpe:2.3:a:symantec:java:4.77:*:*:*:*:*:*:*:

cpe:2.3:a:symantec:java:4.78:*:*:*:*:*:*:*:

cpe:2.3:a:symantec:java:4.79:*:*:*:*:*:*:*:

cpe:2.3:a:symantec:java:4.0:*:*:*:*:*:*:*:

cpe:2.3:a:symantec:java:4.06:*:*:*:*:*:*:*:

cpe:2.3:a:symantec:java:4.07:*:*:*:*:*:*:*:

cpe:2.3:a:symantec:java:4.08:*:*:*:*:*:*:*:

cpe:2.3:a:symantec:java:4.4:*:*:*:*:*:*:*:
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← Previous ID Next ID→

No vendor comments have been submitted for this CVE
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