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CVE-2002-2309

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACLAUNCNENAC Certain versions of Php from Php contain the following vulnerability:
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CVE-2002-2309 has been assigned by [J] cve@mitre.org to track the vulnerability

php.exe in PHP 3.0 through 4.2.2, when running on Apache, does not
terminate properly, which allows remote attackers to cause a denial of
service via a direct request without arguments.

CVSS2 Score: 7.8-HIGH

Access Access Authentication

Vector Complexity

Low (NN |

Confidentiality Integrity Availability

Impact Impact Impact

[NoNE [NONE |

CVE References

Description Tags Link

ISS X-Force Database: php-no-argument-dos (9646): /php/php.exe request (%) XF php-no-argument-

without an argument could cause a denial of service dos(9646)

SecurityFocus HOME Mailing List: BugTraq (7) BUGTRAQ 20020721 PHP
Resource Exhaustion Denial of

Not Archived [JESTEIY[efS]

PHP Interpreter Direct Invocation Denial Of Service Vulnerability | Exploit | (D BID 5280

[Full-Disclosure] Mailing List Charter lists.grok.org.uk () FULLDISC 20020720 PHP
Resource Exhaustion Denial of

¥R Service
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https://cve.report/
https://cve.report/CVE-2002-2309/mitre
https://cve.report/CVE-2002-2309/nist
https://cve.report/CVE-2002-2309/cve_org
https://cve.report/CVE-2002-2309.pdf
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://web.archive.org/web/2002/http://www.iss.net/security_center/static/9646.php
https://web.archive.org/web/2002/http://online.securityfocus.com/archive/1/283586
http://cve.report/bid/5280
http://lists.grok.org.uk/pipermail/full-disclosure/2002-July/000605.html

e ST LY e ey e S AT STMAT Y Y e SO T MRS OAAT T e ST S (O A MU AT A M A I T S AT AT VAT A TEIMAY FISAT S S5ia it A

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Php Php 3.0.1 All All All
Application Php Php 3.0.10 All All All
Application Php Php 3.0.11 All All All
Application Php Php 3.0.12 All All All
Application Php Php 3.0.13 All All All
Application Php Php 3.0.14 All All All
Application Php Php 3.0.15 All All All
Application Php Php 3.0.16 All All All
Application Php Php 3.0.17 All All All
Application Php Php 3.0.18 All All All
Application Php Php 3.0.2 All All All
Application Php Php 3.0.3 All All All
Application Php Php 3.04 All All All
Application Php Php 3.0.5 All All All
Application Php Php 3.0.6 All All All
Application Php Php 3.0.7 All All All
Application Php Php 3.0.8 All All All
Application Php Php 3.0.9 All All All
Application Php Php 4.0 All All All
Application Php Php 4.0.1 All All All
Application Php Php 4.0.1 patch1 All All
Application Php Php 4.0.1 patch2 All All
Application Php Php 4.0.2 All All All
Application Php Php 4.0.3 All All All
Application Php Php 4.0.3 patch1 All All
Application Php Php 4.0.4 All All All
Application Php Php 4.0.5 All All All

Application Php Php 4.0.6 All All All


mailto:%20comment@cve.report
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Annliratinn

Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php

Php

Phn

Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php

Php

Phn

4.0.7

4.0.7

4.0.7

4.0.7

4.2.0

4.21

422

3.0.1

3.0.10

3.0.11

3.0.12

3.0.13

3.0.14

3.0.15

3.0.16

3.0.17

3.0.18

3.0.2

3.0.3

3.0.4

3.0.5

3.0.6

3.0.7

3.0.8

3.0.9

4.0

4.0.1

4.0.1

4.0.1

4.0.2

4.0.3

4.0.3

ANA

All
rci
rc2
rc3
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
patch1
patch2
All
All

patch1

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php

Mpprvanvn oy
Application Php
Application Php
Application Php
Application Php
Application Php
Application Php
Application Php
Application Php
Application Php
Application Php
Application Php

Application Php
cpe:2.3:a:php:php:3.0.1 %
cpe:2.3:a:php:php:3.0.10: % ™

cpe:2.3:a:php:php:3.0.11 %

dkk Lk ak ok ukak.

cpe:2.3:a:php:php:3.0.12:

dkak Lk akakakuk.

cpe:2.3:a:php:php:3.0.13: "

dk Lk ak Lk akakak.

cpe:2.3:a:php:php:3.0. 14

dkk Lk k ok akak.

cpe:2.3:a:php:php:3.0.15: "

dkak kR ok akak.

cpe:2.3:a:php:php:3.0.16:* "

LRk kR Lk akak.

cpe:2.3:a:php:php:3.0.17:*
cpe:2.3:a:php:php:3.0.18: "
cpe:2.3:a:php:php:3.0.2:* "
cpe:2.3:a:php:php:3.0.3:* "
cpe:2.3:a:php:php:3.0.4:*:
cpe:2.3:a:php:php:3.0.5:* "
cpe:2.3:a:php:php:3.0.6:*:* "
cpe:2.3:a:php:php:3.0.7:*
cpe:2.3:a:php:php:3.0.8: %" "™

cpe:2.3:a:php:php:3.0.9: %" "™
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cpe:2.3:a:php:php:4.0:*:" "

cpe:2.3:a:php:php:4.0.1: %"

cpe:2.3:a:php:php:4.0.2: %" "
cpe:2.3:a:php:php:4.0.3: %" "
cpe:2.3:a:php:php:4.0.3:patch1:*:*:*:*:*:*:
cpe:2.3:a:php:php:4.0.4:** "
cpe:2.3:a:php:php:4.0.5: % "
cpe:2.3:a:php:php:4.0.6:* % "
cpe:2.3:a:php:php:4.0.7:* % "
cpe:2.3:a:php:php:4.0.7:rct 7 %
cpe:2.3:a:php:php:4.0.7:rc2:*: "
cpe:2.3:a:php:php:4.0.7:rc3:* "
cpe:2.3:a:php:php:4.1.0: "
cpe:2.3:a:php:php:4. 1.1
cpe:2.3:a:php:php:4.1.2:
cpe:2.3:a:php:php:4.2.0:*
cpe:2.3:a:php:php:4.2.1 %
cpe:2.3:a:php:php:4.2.2:*
cpe:2.3:a:php:php:3.0.1:*
cpe:2.3:a:php:php:3.0.10:*

dk Rk kR ok ak.

cpe:2.3:a:php:php:3.0.1 1 e

dk Kk kR akak.

cpe:2.3:a:php:php:3.0.12:* o

ek Rk kR akak.

cpe:2.3:a:php:php:3.0.13:*

LRk ak kR akak.

cpe:2.3:a:php:php:3.0.14 %



cpe:2.3:a:php:php:3.0.2: %" "

cpe:2.3:a:php:php:3.0.3: %" "

cpe:2.3:a:php:php:3.0.4: %"= "

cpe:2.3:a:php:php:3.0.5: " %"

cpe:2.3:a:php:php:3.0.6:" %" "

cpe:2.3:a:php:php:3.0. 7% "

cpe:2.3:a:php:php:3.0.8: % "

cpe:2.3:a:php:php:3.0.9:* % "

akLk kKKK ok,

cpe:2.3:a:php:php:4.0:*:***x: "

cpe:2.3:a:php:php:4.0.1:* %

cpe:2.3:a:php:php:4.0.1:patch1:*:*:*:**:*:

KRk akukuk.

cpe:2.3:a:php:php:4.0.1:patch2:*:*:*:*:*:*:

cpe:2.3:a:php:php:4.0.2: "

cpe:2.3:a:php:php:4.0.3: "

cpe:2.3:a:php:php:4.0.3:patch1:*:*:*:*:*:*:

cpe:2.3:a:php:php:4.0.4:

cpe:2.3:a:php:php:4.0.5:" "

cpe:2.3:a:php:php:4.0.6:*:* "

cpe:2.3:a:php:php:4.0.7:*

Skk ok ak ok uk.

cpe:2.3:a:php:php:4.0.7:rct: "

Skk ok akkuk,

cpe:2.3:a:php:php:4.0.7:rc2:*:* """
cpe:2.3:a:php:php:4.0.7:rc3: " "%
cpe:2.3:a:php:php:4.1.0:"
cpe:2.3:a:php:php:4.1.1 7
cpe:2.3:a:php:php:4.1.2:%

cpe:2.3:a:php:php:4.2.0:" %" "

cpe:2.3:a:php:php:4.2.1: % =



cpe:2.3:a:php:php:4.2.2: %" "

No vendor comments have been submitted for this CVE
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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