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AVNACLAUNCNIENAD Certain versions of Kaspersky Anti-hacker from Kaspersky Lab contain
’ the following vulnerability:

Kaspersky Anti-Hacker 1.0, when configured to automatically block
attacks, allows remote attackers to block IP addresses and cause a
denial of service via spoofed packets.

CVE-2002-2337 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: ~5-MEDIUM

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link
SecurityFocus HOME Mailing List: BugTraq X (7) BUGTRAQ 20030319 Easy DoS on Kaspersky Anti-
Hacker v1.0
Multiple Vendor PC Firewall Auto Block Denial Of  FETIEH (D) BID 5917
Service Weakness cve.report (archive)
@ BUGTRAQ 20021008 Multiple Vendor PC firewall
[ text/html | remote denial of services Vulnerability
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http://cve.report/glossary/cvss-2-score-details/
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There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Kaspersky Lab Kaspersky Anti-hacker 1.0 All All All
Application Kaspersky Lab Kaspersky Anti-hacker 1.0 All All All

cpe:2.3:a:kaspersky_lab:kaspersky_anti-hacker:1.0:*:*:*:**:*:*:

cpe:2.3:a:kaspersky_lab:kaspersky_anti-hacker:1.0:*:*:*:**:*:*:

No vendor comments have been submitted for this CVE
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