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CVE-2002-2436

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACMAUNCR/NAN Certain versions of Firefox from Mozilla contain the following
vulnerability:

The Cascading Style Sheets (CSS) implementation in Mozilla Firefox
before 4.0, Thunderbird before 3.3, and SeaMonkey before 2.1 does
not properly handle the :visited pseudo-class, which allows remote
attackers to obtain sensitive information about visited web pages via a
crafted HTML document, a related issue to CVE-2010-2264.

CVE-2002-2436 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: ~4.3-MEDIUM

Access Access Authentication
Vector Complexity

[NONE
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link
IBM X-Force Exchange € XF firefox-css-info-disclosure(71816)
3 (%) MISC w2spconf.com/2010/papers/p26.pdf
[ w2speonf.com |
Bug 147777 — :visited support allows bugzilla.mozilla.org () CONFIRM bugzilla.mozilla.org/show_bug.cgi?id=147777

queries into global history

Plugging the CSS History Leak at Mozilla  FEEEEIEATELE [ CONFIRM blog.mozilla.com/security/2010/03/31/plugging-
Security Blog text/html the-css-history-leak/

Privacy and the visited selector - MDN web.archive.org CONFIRM
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Not Archived

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Mozilla Firefox 3.0 All All All
Application Mozilla Firefox 3.0.1 All All All
Application Mozilla Firefox 3.0.10 All All All
Application Mozilla Firefox 3.0.11 All All All
Application Mozilla Firefox 3.0.12 All All All
Application Mozilla Firefox 3.0.13 All All All
Application Mozilla Firefox 3.0.14 All All All
Application Mozilla Firefox 3.0.15 All All All
Application Mozilla Firefox 3.0.16 All All All
Application Mozilla Firefox 3.0.17 All All All
Application Mozilla Firefox 3.0.2 All All All
Application Mozilla Firefox 3.0.3 All All All
Application Mozilla Firefox 3.04 All All All
Application Mozilla Firefox 3.05 All All All
Application Mozilla Firefox 3.0.6 All All All
Application Mozilla Firefox 3.0.7 All All All
Application Mozilla Firefox 3.0.8 All All All
Application Mozilla Firefox 3.0.9 All All All
Application Mozilla Firefox 3.5 All All All
Application Mozilla Firefox 3.5.1 All All All
Application Mozilla Firefox 3.5.10 All All All
Application Mozilla Firefox 3.5.11 All All All
Application Mozilla Firefox 3.5.12 All All All
Application Mozilla Firefox 3.5.13 All All All
Application Mozilla Firefox 3.5.14 All All All

Application Mozilla Firefox 3.5.15 All All All
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cpe:2.3:a:mozilla:firefox:3.0.7:%:* "

cpe:2.3:a:mozilla:firefox:3.0.8:":*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:3.0.9:*:* "

ARk kLKL kLK LK,

cpe:2.3:a:mozilla:firefox:3.5:%:* "

cpe:2.3:a:mozilla:firefox:3.5.1: % "

dkak Lk ak Lk uk Lk

cpe:2.3:a:mozilla:firefox:3.5.10:**:*:*:*:*:

dkak kR Lk uk Lk

cpe:2.3:a:mozilla:firefox:3.5.12:***:*:*:*:

dkak kR Lk uk Lk

cpe:2.3:a:mozilla:firefox:3.5.13:**:*:*:*:*:

dkak kR Lk k Lk

cpe:2.3:a:mozilla:firefox:3.5. 14 :*:*:*:

dk Rk ok akk Lk

cpe:2.3:a:mozilla:firefox:3.5.15:***:*:*:*:

cpe:2.3:a:mozilla:firefox:3.5.2:*****:*:*:

cpe:2.3:a:mozilla:firefox:3.5.3:*****:*:

cpe:2.3:a:mozilla:firefox:3.5.4: "™

cpe:2.3:a:mozilla:firefox:3.5.5:****:*:*:

cpe:2.3:a:mozilla:firefox:3.5.6: " *:

cpe:2.3:a:mozilla:firefox:3.5.7:** "™

cpe:2.3:a:mozilla:firefox:3.5.8:****:*:*:

cpe:2.3:a:mozilla:firefox:3.5.9: " *:

cpe:2.3:a:mozilla:firefox:3.6:*:***:**:*:

cpe:2.3:a:mozilla:firefox:3.6.1: 7 :*:*:



cpe:2.3:a:mozilla:firefox:3.6.2:*:*:*:*:*:*:*:

dkLk Lk okkakk,

cpe:2.3:a:mozilla:firefox:3.6.20:*:**:*:*:*:*:

cpe:2.3:a:mozilla:firefox:3.6.3:*:**:**:*:*:
cpe:2.3:a:mozilla:firefox:3.6.4:*:****:*:*:
cpe:2.3:a:mozilla:firefox:3.6.6:*:*:*:*:*:*:*:
cpe:2.3:a:mozilla:firefox:3.6.7:*:****:*:*:
cpe:2.3:a:mozilla:firefox:3.6.8:*:**:*:*:*:*:
cpe:2.3:a:mozilla:firefox:3.6.9:****:*:*:
cpe:2.3:a:mozilla:firefox:3.0:*: 7

cpe:2.3:a:mozilla:firefox:3.0.1: ™

ARk kKRR k.

cpe:2.3:a:mozilla:firefox:3.0.10: %

ak kR kR Rk,

cpe:2.3:a:mozilla:firefox:3.0.12:*:***:

ARk koK kR k.

cpe:2.3:a:mozilla:firefox:3.0.13:*: 7

ak kR ok ak Rk,

cpe:2.3:a:mozilla:firefox:3.0. 14

ak kR ok ak Rk,

cpe:2.3:a:mozilla:firefox:3.0.15:*: %



cpe:2.3:a:mozilla:firefox:3.0.2:%:* "

cpe:2.3:a:mozilla:firefox:3.0.3:*:* "

cpe:2.3:a:mozilla:firefox:3.0.4:":* "

cpe:2.3:a:mozilla:firefox:3.0.5:%:* "

cpe:2.3:a:mozilla:firefox:3.0.6:*:*:*: "

cpe:2.3:a:mozilla:firefox:3.0.7:%:* "

cpe:2.3:a:mozilla:firefox:3.0.8:":*:*: "

cpe:2.3:a:mozilla:firefox:3.0.9:*:* "

cpe:2.3:a:mozilla:firefox:3.5:%: %"

cpe:2.3:a:mozilla:firefox:3.5.1:%:* "

dkak kR Lk k Lk

cpe:2.3:a:mozilla:firefox:3.5.13:*:*:*:*:*:*:

dkak koK ak Lk k

cpe:2.3:a:mozilla:firefox:3.5. 14 :*:*:*:

cpe:2.3:a:mozilla:firefox:3.5.2:*****:*:*:

cpe:2.3:a:mozilla:firefox:3.5.3:*****:*:

cpe:2.3:a:mozilla:firefox:3.5.4: "™

cpe:2.3:a:mozilla:firefox:3.5.5:****:*:*:

cpe:2.3:a:mozilla:firefox:3.5.6:****:*:*:

cpe:2.3:a:mozilla:firefox:3.5.7: 7 **:

cpe:2.3:a:mozilla:firefox:3.5.8:****:*:*:

cpe:2.3:a:mozilla:firefox:3.5.9:****:*:*:

KKk kKKK,

cpe:2.3:a:mozilla:firefox:3.6:*:***:**:*:

cpe:2.3:a:mozilla:firefox:3.6. 1 :*:*:

dkak kR ok ak Lk

cpe:2.3:a:mozilla:firefox:3.6.10:*:*:*:*:*:*:



akLk Lk okLkak k.

cpe:2.3:a:mozilla:firefox:3.6.19: ™"

cpe:2.3:a:mozilla:firefox:3.6.2:*:*:*:**:*:*:

dkLkLk kR ukok,

cpe:2.3:a:mozilla:firefox:3.6.20:*:**:*:*:*:*:

dkLak koK kakk,

cpe:2.3:a:mozilla:firefox:3.6.21 "

ARk kR kR k.

cpe:2.3:a:mozilla:firefox:3.6.23: " "

cpe:2.3:a:mozilla:firefox:3.6.3:*:**:**:*:*:

cpe:2.3:a:mozilla:firefox:3.6.4:*:**:**:*:*:

cpe:2.3:a:mozilla:firefox:3.6.6:*:**:*:*:*:*:

cpe:2.3:a:mozilla:firefox:3.6.7:*:****:*:*:

cpe:2.3:a:mozilla:firefox:3.6.8:*:**:*:*:*:*:

cpe:2.3:a:mozilla:firefox:3.6.9:****:*:*:

dkakLk kKR kK,

cpe:2.3:a:mozilla:firefox:*:*:***:**::

dkuk kR kak,

cpe:2.3:a:mozilla:seamonkey:1.0:beta:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:1.0.1:* 0™

cpe:2.3:a:mozilla:seamonkey:1.0.2:*: " *:

cpe:2.3:a:mozilla:seamonkey:1.0.3:*: " *:

cpe:2.3:a:mozilla:seamonkey:1.0.4:* %" %"

cpe:2.3:a:mozilla:seamonkey:1.0.5: %" %" "

AnmAaN DiAacmnasillacaaAanmaAanl A, 4 N Lokakokokokok ok,



Upe.c.o.a.nmusia.sedluiingy. 1.v.o. . . . . . ..

cpe:2.3:a:mozilla:seamonkey:1.0.7: %" "

cpe:2.3:a:mozilla:seamonkey:1.0.8:* """

cpe:2.3:a:mozilla:seamonkey:1.0.9:*: """

cpe:2.3:a:mozilla:seamonkey:1.1: " "

cpe:2.3:a:mozilla:seamonkey:1.1:alpha:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:1.1:beta:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:1.1.1: % %

cpe:2.3:a:mozilla:zseamonkey:1.1.10:*:" "™

cpe:2.3:a:mozilla:zseamonkey:1.1.1 1% ™

cpe:2.3:a:mozilla:seamonkey:1.1.12:%:* "™

cpe:2.3:a:mozilla:zseamonkey:1.1.13:*:*

cpe:2.3:a:mozilla:seamonkey:1.1.14: %"

cpe:2.3:a:mozilla:seamonkey:1.1.15:

cpe:2.3:a:mozilla:seamonkey:1.1.16:* ™

cpe:2.3:a:mozilla:seamonkey:1.1.17:

cpe:2.3:a:mozilla:seamonkey:1.1.18: ™

cpe:2.3:a:mozilla:seamonkey:1.1.19: ™

cpe:2.3:a:mozilla:seamonkey:1.1.2:* "

cpe:2.3:a:mozilla:seamonkey:1.1.3:* "

cpe:2.3:a:mozilla:seamonkey:1.1.4:

cpe:2.3:a:mozilla:seamonkey:1.1.5: 0™

cpe:2.3:a:mozilla:seamonkey:1.1.6:*: " *:

cpe:2.3:a:mozilla:seamonkey:1.1.7: "

cpe:2.3:a:mozilla:seamonkey:1.1.8:*: " *:

cpe:2.3:a:mozilla:seamonkey:1.1.9:* "

cpe:2.3:a:mozilla:seamonkey:1.5.0.8:" 7 "%

cpe:2.3:a:mozilla:seamonkey:1.5.0.9:" " %™



cpe:2.3:a:mozilla:seamonkey:2.0:*:*: "

akLk kKK k.

cpe:2.3:a:mozilla:zseamonkey:2.0:rc1 "

akLk kKK k.

cpe:2.3:a:mozilla:zseamonkey:2.0:rc2:*:*:*:*:*:*:

akak kKK kK,

cpe:2.3:a:mozilla:seamonkey:2.0.1:*:

Skk Kk ukakakak.

cpe:2.3:a:mozilla:seamonkey:2.0.11:* " ™

Skk Kk k ok akak.

cpe:2.3:a:mozilla:seamonkey:2.0.12:*:* "

Skk ok k ok akak.

cpe:2.3:a:mozilla:seamonkey:2.0.14:*

cpe:2.3:a:mozilla:seamonkey:2.0.2:*: "

akakLk oKk kK,

cpe:2.3:a:mozilla:seamonkey:2.0.3:*:

cpe:2.3:a:mozilla:seamonkey:2.0.4:

cpe:2.3:a:mozilla:seamonkey:2.0.5:* "

aKakLak oKk kK,

cpe:2.3:a:mozilla:seamonkey:2.0.6:*:

cpe:2.3:a:mozilla:seamonkey:2.0.7:: "

cpe:2.3:a:mozilla:seamonkey:2.0.8:*:*:* " *:

cpe:2.3:a:mozilla:seamonkey:2.0.9:*: "

Kk kKK,

cpe:2.3:a:mozilla:seamonkey:2.0a1:*:pre:*:*:*:*:*:

Lkak kR Lk uk,

cpe:2.3:a:mozilla:seamonkey:2.1:alphat:*:*:*:*:*:*:

Sk ok ak kR k.

cpe:2.3:a:mozilla:seamonkey:2.1:alpha2:*:*:*:*:*:*:

dk kK ok kR k.

cpe:2.3:a:mozilla:seamonkey:1.0:*: " *:

dkakakakakak,

cpe:2.3:a:mozilla:seamonkey:1.0:beta:*:*:*:*:*:*:



cpe:2.3:a:mozilla:seamonkey:1.0.1 %" "

cpe:2.3:a:mozilla:seamonkey:1.0.2:* """

cpe:2.3:a:mozilla:seamonkey:1.0.3:*: """

cpe:2.3:a:mozilla:seamonkey:1.0.4: %" "

cpe:2.3:a:mozilla:seamonkey:1.0.5: %" "

cpe:2.3:a:mozilla:seamonkey:1.0.6:*: """

cpe:2.3:a:mozilla:seamonkey:1.0. 7% "

cpe:2.3:a:mozilla:seamonkey:1.0.8: %"

cpe:2.3:a:mozilla:seamonkey:1.0.9:*:*: "

cpe:2.3:a:mozilla:seamonkey:1.

cpe:2.3:a:mozilla:seamonkey:1.1:

cpe:2.3:a:mozilla:seamonkey:1.

cpe:2.3:a:mozilla:seamonkey:1.

cpe:2.3:a:mozilla:seamonkey:1.1.

cpe:2.3:a:mozilla:seamonkey:1.1.

cpe:2.3:a:mozilla:seamonkey:1.1.

cpe:2.3:a:mozilla:seamonkey:1.1.

cpe:2.3:a:mozilla:seamonkey:1.1.

cpe:2.3:a:mozilla:seamonkey:1.1.

cpe:2.3:a:mozilla:seamonkey:1.1.

cpe:2.3:a:mozilla:seamonkey:1.1.

cpe:2.3:a:mozilla:seamonkey:1.1.

cpe:2.3:a:mozilla:seamonkey:1.1.

cpe:2.3:a:mozilla:seamonkey:1.

cpe:2.3:a:mozilla:seamonkey:1.

cpe:2.3:a:mozilla:seamonkey:1.

cpe:2.3:a:mozilla:seamonkey:1.

cpe:2.3:a:mozilla:seamonkey:1.

cpe:2.3:a:mozilla:seamonkey:1.

akukak ok kakk,

1 1 Skuk ok k ok akak.

1 1 Skk ok kR akak.

1 2.*.*.*.*.*.*.*.

1 3.*.*.*.*.*.*.*.

1 4.*.*.*.*.*.*.*.

1 ek ok ok ke

I Rt iatiatiatiatiel

] T F ko ak ok,



cpe:2.3:a:mozilla:seamonkey:1.1.8:*: """

cpe:2.3:a:mozilla:seamonkey:1.1.9:: " "

cpe:2.3:a:mozilla:seamonkey:1.5.0.8:":* " ™

cpe:2.3:a:mozilla:seamonkey:1.5.0.9:" " ™

akukak ok akakk.

cpe:2.3:a:mozilla:seamonkey:2.0:*:*: "

dkkakukakuk.

cpe:2.3:a:mozilla:seamonkey:2.0:beta_1:*:*:*:*:*:*:

Skk Lk ukkuk.

cpe:2.3:a:mozilla:seamonkey:2.0:beta_2:*:*:*:*:*:*:

kKK akukk.

cpe:2.3:a:mozilla:seamonkey:2.0:rc2:*:*:*:*:*::

cpe:2.3:a:mozilla:seamonkey:2.0.1:* "

Sk Lk ak ok akakak.

cpe:2.3:a:mozilla:seamonkey:2.0.10:*: ™

dkk ok kakakak.

cpe:2.3:a:mozilla:seamonkey:2.0.11

Skk ok k Lk akak.

cpe:2.3:a:mozilla:seamonkey:2.0.12:

Skk ok akkakak.

cpe:2.3:a:mozilla:seamonkey:2.0.13: ™

cpe:2.3:a:mozilla:seamonkey:2.0.2:*: "
cpe:2.3:a:mozilla:seamonkey:2.0.3: "
cpe:2.3:a:mozilla:seamonkey:2.0.4:* "
cpe:2.3:a:mozilla:seamonkey:2.0.5:* "
cpe:2.3:a:mozilla:seamonkey:2.0.6:*: " *:
cpe:2.3:a:mozilla:seamonkey:2.0.7:*:* "

cpe:2.3:a:mozilla:seamonkey:2.0.8:*:

cpe:2.3:a:mozilla:seamonkey:2.0.9:*:* "> " *:



cpe:2.3:a:mozilla:ithunderbird:3.0:*:": "%

cpe:2.3:a:mozilla:ithunderbird:3.0.1:*:*:* " *:

dkukakakakakak.

cpe:2.3:a:mozilla:ithunderbird:3.0.11 %"

cpe:2.3:a:mozilla:thunderbird:3.0.2:*:*:**:*:*:*:

cpe:2.3:a:mozilla:thunderbird:3.0.3:*:*:***:*:*:

cpe:2.3:a:mozilla:ithunderbird:3.0.4:*:*:***:*:*:

cpe:2.3:a:mozilla:thunderbird:3.0.5:*:*:**:*:*:*:

cpe:2.3:a:mozilla:ithunderbird:3.0.6:*:*:**:*:*:*:

cpe:2.3:a:mozilla:ithunderbird:3.0.7:*:*:***:*:*:

cpe:2.3:a:mozilla:thunderbird:3.0.8:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:ithunderbird:3.0.9:*:*:**:*:*:*:

cpe:2.3:a:mozilla:ithunderbird:3.1:*:*:

cpe:2.3:a:mozilla:ithunderbird:3.1.1: % **:*:

Lk Lk k Lk akakak.

cpe:2.3:a:mozilla:ithunderbird:3.1.10:*:*

Lk Lk k kR akak.

cpe:2.3:a:mozilla:thunderbird:3.1.11

LRk kR ok akak.

cpe:2.3:a:mozilla:thunderbird:3.1.12:*

LRk ak kR akak.

cpe:2.3:a:mozilla:thunderbird:3.1.13:

Lk Lk ak kR akak.

cpe:2.3:a:mozilla:ithunderbird:3.1.14:*
cpe:2.3:a:mozilla:thunderbird:3.1.15:*
cpe:2.3:a:mozilla:thunderbird:3.1.2:% "%
cpe:2.3:a:mozilla:thunderbird:3.1.3:* "% *:
cpe:2.3:a:mozilla:ithunderbird:3.1.4:* "%
cpe:2.3:a:mozilla:ithunderbird:3.1.5:%:* "%

cpe:2.3:a:mozilla:ithunderbird:3.1.6:*:* " *:

cpe:2.3:a:mozilla:thunderbird:3.1.7:*:*:*:*: "%



cpe:2.3:a:mozilla:thunderbird:3.1.8:*:*:* " ":*:

cpe:2.3:a:mozilla:ithunderbird:3.1.9:*:* % *:*:

cpe:2.3:a:mozilla:ithunderbird:3.0:*:":*:*: %

cpe:2.3:a:mozilla:thunderbird:3.0.1:*:*:* " *:

cpe:2.3:a:mozilla:ithunderbird:3.0.2:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:3.0.3:*:*:**:*:*:*:

cpe:2.3:a:mozilla:ithunderbird:3.0.4::*:***:*:*:

cpe:2.3:a:mozilla:thunderbird:3.0.5:*:*:***:*:*:

cpe:2.3:a:mozilla:thunderbird:3.0.6::*:*:*:*:*:*:

cpe:2.3:a:mozilla:ithunderbird:3.0.7:*:*:***:*:*:

cpe:2.3:a:mozilla:ithunderbird:3.0.8:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:3.0.9:*:*:**:*:*:*:

AKLakLk kR kK,

cpe:2.3:a:mozilla:ithunderbird:3.1:%:*:

cpe:2.3:a:mozilla:ithunderbird:3.1. 1% *:*:*:

Sk Lk k kR akak.

cpe:2.3:a:mozilla:ithunderbird:3.1.10:*:*:

SRk kk ok akak.

cpe:2.3:a:mozilla:thunderbird:3.1.12:*

Sk Lk ak kR akak.

cpe:2.3:a:mozilla:thunderbird:3.1.13:

SRk ak kR akak.

cpe:2.3:a:mozilla:ithunderbird:3.1.14:*
cpe:2.3:a:mozilla:thunderbird:3.1.15:*
cpe:2.3:a:mozilla:thunderbird:3.1.2:* "%
cpe:2.3:a:mozilla:thunderbird:3.1.3:* "% *:
cpe:2.3:a:mozilla:ithunderbird:3.1.4:* "%
cpe:2.3:a:mozilla:ithunderbird:3.1.5:% "% *:

cpe:2.3:a:mozilla:ithunderbird:3.1.6:*:* " ":*:

cpe:2.3:a:mozilla:ithunderbird:3.1.7:% "%



cpe:2.3:a:mozilla:thunderbird:3.1.8:*:*:***:":*:

cpe:2.3:a:mozilla:thunderbird:3.1.9:*:* """

No vendor comments have been submitted for this CVE
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