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CVE-2002-2438

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

avssanvnncurmnumnsuenan — Gertain versions of Linux Kernel from Linux contain the following
: vulnerability:

TCP firewalls could be circumvented by sending a SYN Packets with
other flags (like e.g. RST flag) set, which was not correctly discarded
by the Linux TCP stack after firewalling.

CVE-2002-2438 has been assigned by & secalert@redhat.com to track the vulnerability - currently rated as m severity.

CVSS3 Score: 7.5-HIGH

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [NONE. [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact

CVSS2 Score: SEMEDIUNM)
Access Access Authentication
Vector Complexity
Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

| r

Description Tags Link

oss-security - Re: CVE Request -- kernel: tcp: drop ¢ > MLIST [oss-security] 20120531 Re: CVE Request -
SYN+FIN messages - kernel: tcp: drop SYN+FIN messages

Invalid Bug ID (D) MISC bugzilla.suse.com/show_bug.cgi?id=744994,
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CVE-2002-2438 Linux Kernel Vulnerability in NetApp
Products | NetApp Product Security

oss-security - Re: CVE Request -- kernel: tcp: drop
SYN+FIN messages

oss-security - Re: CVE Request -- kernel: tcp: drop
SYN+FIN messages

oss-security - Re: CVE Request -- kernel: tcp: drop
SYN+FIN messages

CERT Vulnerability Notes Database

oss-security - Re: CVE Request (2002): Linux TCP
stack could accept invalid TCP flag combinations

oss-security - Re: CVE Request (2002): Linux TCP
stack could accept invalid TCP flag combinations

oss-security - CVE Request -- kernel: tcp: drop
SYN+FIN messages

oss-security - Re: Old CVE ids, public, but still
"RESERVED"

oss-security - Re: CVE Request -- kernel: tcp: drop
SYN+FIN messages

oss-security - Re: CVE Request (2002): Linux TCP
stack could accept invalid TCP flag combinations

oss-security - Re: CVE Request -- kernel: tcp: drop
SYN+FIN messages

oss-security - Re: CVE Request -- kernel: tcp: drop
SYN+FIN messages

CERT/CC Vulnerability Note VU#464113
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] CONFIRM security.netapp.com/advisory/ntap-
20210727-0003/

¢ > MLIST [oss-security] 20120530 Re: CVE Request -
- kernel: tcp: drop SYN+FIN messages

¢ > MLIST [oss-security] 20120530 Re: CVE Request -
- kernel: tcp: drop SYN+FIN messages

¢ > MLIST [oss-security] 20120530 Re: CVE Request -
- kernel: tcp: drop SYN+FIN messages

# MISC www.kb.cert.org/vuls/id/464113,

¢ ) MISC www.openwall.com/lists/oss-
security/2012/02/03/7

¢ > MLIST [oss-security] 20120203 Re: CVE Request
(2002): Linux TCP stack could accept invalid TCP flag
combinations

¢ > MLIST [oss-security] 20120530 CVE Request --
kernel: tcp: drop SYN+FIN messages

¢ > MLIST [o0ss-security] 20140212 Re: Old CVE ids,
public, but still "RESERVED"

¢ > MLIST [oss-security] 20120530 Re: CVE Request -
- kernel: tcp: drop SYN+FIN messages

¢ > MLIST [oss-security] 20120529 Re: CVE Request
(2002): Linux TCP stack could accept invalid TCP flag
combinations

¢ > MLIST [oss-security] 20120530 Re: CVE Request -
- kernel: tcp: drop SYN+FIN messages

¢ > MLIST [oss-security] 20120530 Re: CVE Request -
- kernel: tcp: drop SYN+FIN messages

# CERT-VN VU#464113

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product
Operating Linux Linux Kernel
System

Version

All

Update

Edition Language

All All All

No vendor comments have been submitted for this CVE
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