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CVE-2002-2443

Source: Mitre  Source: NIST  CVE.ORG  Print: PDF 

Certain versions of Ubuntu Linux from Canonical contain the following
vulnerability:

schpw.c in the kpasswd service in kadmind in MIT Kerberos 5 (aka
krb5) before 1.11.3 does not properly validate UDP packets before
sending responses, which allows remote attackers to cause a denial of
service (CPU and bandwidth consumption) via a forged packet that
triggers a communication loop, as demonstrated by krb_pingpong.nasl,

a related issue to CVE-1999-0103.
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CVE References

Description Tags Link

Red Hat Customer Portal Third Party Advisory

web.archive.org

text/html

Inactive Link Not Archived

 REDHAT RHSA-2013:0942

Debian -- Security Information -
- DSA-2701-1 krb5

Third Party Advisory

www.debian.org

Depreciated Link

text/html

 DEBIAN DSA-2701

[SECURITY] Fedora 19
Update: krb5-1.11.2-6.fc19

Third Party Advisory

lists.fedoraproject.org

text/html

 FEDORA FEDORA-2013-8113

CVE-2002-2443 has been assigned by  cve@mitre.org to track the vulnerability
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https://cve.report/CVE-2002-2443/cve_org
https://cve.report/CVE-2002-2443.pdf
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://web.archive.org/web/2002/http://rhn.redhat.com/errata/RHSA-2013-0942.html
http://www.debian.org/security/2013/dsa-2701
http://lists.fedoraproject.org/pipermail/package-announce/2013-May/106698.html


[SECURITY] Fedora 17
Update: krb5-1.10.2-12.fc17

Third Party Advisory

lists.fedoraproject.org

text/html

 FEDORA FEDORA-2013-8219

RT/krbdev.mit.edu: Ticket
#7637 Fix kpasswd UDP ping-
pong [CVE-2002-2443]

Vendor Advisory

krbdev.mit.edu

text/html

 CONFIRM krbdev.mit.edu/rt/Ticket/Display.html?id=7637

Fix kpasswd UDP ping-pong
[CVE-2002-2443] ·
krb5/krb5@cf1a0c4 · GitHub

Patch

Third Party Advisory

github.com

text/html

 CONFIRM
github.com/krb5/krb5/commit/cf1a0c411b2668c57c41e9c4efd15ba17b6b322c

Object not found! Mailing List

Third Party Advisory

lists.opensuse.org

text/xml

Inactive Link Not Archived

 SUSE openSUSE-SU-2013:1122

Support / Security / Advisories /
/ MDVSA-2013:166 | Mandriva

Third Party Advisory

www.mandriva.com

text/html

 MANDRIVA MDVSA-2013:166

[SECURITY] Fedora 18
Update: krb5-1.10.3-17.fc18

Third Party Advisory

lists.fedoraproject.org

text/html

 FEDORA FEDORA-2013-8212

Bug 962531 – CVE-2002-2443
krb5: UDP ping-pong flaw in
kpasswd

Issue Tracking

Third Party Advisory

bugzilla.redhat.com

text/html

 CONFIRM bugzilla.redhat.com/show_bug.cgi?id=962531

openSUSE-SU-2013:1119-1:
moderate: Fix kpasswd UDP
ping-pong

Mailing List

Third Party Advisory

web.archive.org

text/html

Inactive Link Not Archived

 SUSE openSUSE-SU-2013:1119

USN-2810-1: Kerberos
vulnerabilities | Ubuntu

Third Party Advisory

www.ubuntu.com

text/html

 UBUNTU USN-2810-1

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Related QID Numbers

690327 Free Berkeley Software Distribution (FreeBSD) Security Update for krb5 (e3f64457-cccd-11e2-af76-206a8a720317)

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Operating
System

Canonical Ubuntu Linux 12.04 All All All

Operating
System

Canonical Ubuntu Linux 14.04 All All All

Operating
System

Canonical Ubuntu Linux 15.04 All All All
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Operating
System

Canonical Ubuntu Linux 15.10 All All All

Operating
System

Canonical Ubuntu Linux 12.04 All All All

Operating
System

Canonical Ubuntu Linux 14.04 All All All

Operating
System

Canonical Ubuntu Linux 15.04 All All All

Operating
System

Canonical Ubuntu Linux 15.10 All All All

Operating
System

Debian Debian Linux 6.0 All All All

Operating
System

Debian Debian Linux 7.0 All All All

Operating
System

Debian Debian Linux 8.0 All All All

Operating
System

Debian Debian Linux 6.0 All All All

Operating
System

Debian Debian Linux 7.0 All All All

Operating
System

Debian Debian Linux 8.0 All All All

Operating
System

Fedoraproject Fedora 17 All All All

Operating
System

Fedoraproject Fedora 18 All All All

Operating
System

Fedoraproject Fedora 19 All All All

Operating
System

Fedoraproject Fedora 17 All All All

Operating
System

Fedoraproject Fedora 18 All All All

Operating
System

Fedoraproject Fedora 19 All All All

Application Mit Kerberos 5 All All All All

Application Mit Kerberos 5 All All All All

Operating
System

Opensuse Opensuse 11.4 All All All

Operating
System

Opensuse Opensuse 12.2 All All All

Operating
System

Opensuse Opensuse 12.3 All All All

Operating
System

Opensuse Opensuse 11.4 All All All

Operating
System

Opensuse Opensuse 12.2 All All All
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System

Operating
System

Opensuse Opensuse 12.3 All All All

Operating
System

Redhat Enterprise Linux Desktop 5.0 All All All

Operating
System

Redhat Enterprise Linux Desktop 6.0 All All All

Operating
System

Redhat Enterprise Linux Desktop 5.0 All All All

Operating
System

Redhat Enterprise Linux Desktop 6.0 All All All

Operating
System

Redhat Enterprise Linux Eus 5.9 All All All

Operating
System

Redhat Enterprise Linux Eus 6.4 All All All

Operating
System

Redhat Enterprise Linux Eus 5.9 All All All

Operating
System

Redhat Enterprise Linux Eus 6.4 All All All

Operating
System

Redhat Enterprise Linux Server 5.0 All All All

Operating
System

Redhat Enterprise Linux Server 6.0 All All All

Operating
System

Redhat Enterprise Linux Server 5.0 All All All

Operating
System

Redhat Enterprise Linux Server 6.0 All All All

Operating
System

Redhat Enterprise Linux Server Aus 6.4 All All All

Operating
System

Redhat Enterprise Linux Server Aus 6.4 All All All

Operating
System

Redhat Enterprise Linux Workstation 5.0 All All All

Operating
System

Redhat Enterprise Linux Workstation 6.0 All All All

Operating
System

Redhat Enterprise Linux Workstation 5.0 All All All

Operating
System

Redhat Enterprise Linux Workstation 6.0 All All All

cpe:2.3:o:canonical:ubuntu_linux:12.04:*:*:*:-:*:*:*:

cpe:2.3:o:canonical:ubuntu_linux:14.04:*:*:*:esm:*:*:*:

cpe:2.3:o:canonical:ubuntu_linux:15.04:*:*:*:*:*:*:*:
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