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Certain versions of Millennium Mg from Gehealthcare contain the
following vulnerability:

GE Healthcare Millennium MG, NC, and MyoSIGHT has a default
password of (1) root.genie for the root user, (2) "service." for the
service user, (3) admin.genie for the admin user, (4) reboot for the
reboot user, and (5) shutdown for the shutdown user, which has
unspecified impact and attack vectors.

CVSS2 Score: 10 - HIGH
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CVE References

Description Tags Link

We're sorry your page cannot be found. apps.gehealthcare.com

text/html

Inactive Link Not Archived

 CONFIRM
apps.gehealthcare.com/servlet/ClientServlet/2338955-
100.pdf?REQ=RAA&DIRECTION=2338955-
100&FILENAME=2338955-
100.pdf&FILEREV=1&DOCREV_ORG=1

Vulnerable Breasts And Brains? Cancer Scan
Tech Has Terrible Password Security

www.forbes.com

text/html

 MISC
www.forbes.com/sites/thomasbrewster/2015/07/10/vulnerable-
breasts/

Dale Peterson on Twitter: "Funny slide with
GE default password word cloud. Go bigguy!
#Shakacon http://t.co/t1dcIziQza"

nitter.domain.glass

text/html

 MISC twitter.com/digitalbond/status/619250429751222277

We're sorry your page cannot be found. apps.gehealthcare.com  CONFIRM

CVE-2002-2445 has been assigned by  cve@mitre.org to track the vulnerability
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https://cve.report/
https://cve.report/CVE-2002-2445/mitre
https://cve.report/CVE-2002-2445/nist
https://cve.report/CVE-2002-2445/cve_org
https://cve.report/CVE-2002-2445.pdf
http://cve.report/software/gehealthcare/millennium_mg
http://cve.report/vendor/gehealthcare
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://apps.gehealthcare.com/servlet/ClientServlet/2338955-100.pdf?REQ=RAA&DIRECTION=2338955-100&FILENAME=2338955-100.pdf&FILEREV=1&DOCREV_ORG=1
http://www.forbes.com/sites/thomasbrewster/2015/07/10/vulnerable-breasts/
https://nitter.domain.glass/digitalbond/status/619250429751222277


← Previous ID Next ID→

text/html

Inactive Link Not Archived

apps.gehealthcare.com/servlet/ClientServlet/2354459-
100.pdf?REQ=RAA&DIRECTION=2354459-
100&FILENAME=2354459-
100.pdf&FILEREV=4&DOCREV_ORG=4

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Operating
System

Gehealthcare Millennium Mg All All All All

Operating
System

Gehealthcare Millennium Mg All All All All

Operating
System

Gehealthcare Millennium Myosight All All All All

Operating
System

Gehealthcare Millennium Myosight All All All All

Operating
System

Gehealthcare Millennium Nc All All All All

Operating
System

Gehealthcare Millennium Nc All All All All

No vendor comments have been submitted for this CVE
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