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Summary

CVE CVE-2003-0028

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2003-03-25 05:00:00 UTC

Updated 2020-01-21 15:45:00 UTC

Description Integer overflow in the xdrmem_getbytes() function, and possibly other functions, of XDR (external data representation) libraries derived from SunRPC, including libnsl, libc, glibc, and dietlibc, allows remote attackers to execute arbitrary code via certain integer values in length fields, a different vulnerability than CVE-2002-0391.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Cray Unicos 6.0 All All All

Operating System Cray Unicos 6.0e All All All

Operating System Cray Unicos 6.1 All All All

Operating System Cray Unicos 7.0 All All All

Operating System Cray Unicos 8.0 All All All

Operating System Cray Unicos 8.3 All All All

Operating System Cray Unicos 9.0 All All All

Operating System Cray Unicos 9.0.2.5 All All All

Operating System Cray Unicos 9.2 All All All

Operating System Cray Unicos 9.2.4 All All All

Operating System Cray Unicos 6.0 All All All

Operating System Cray Unicos 6.0e All All All

Operating System Cray Unicos 6.1 All All All

Operating System Cray Unicos 7.0 All All All

Operating System Cray Unicos 8.0 All All All

Operating System Cray Unicos 8.3 All All All

Operating System Cray Unicos 9.0 All All All
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Operating System Cray Unicos 9.0 All All All

Operating System Cray Unicos 9.0.2.5 All All All

Operating System Cray Unicos 9.2 All All All

Operating System Cray Unicos 9.2.4 All All All

Operating System Freebsd Freebsd 4.0 All All All

Operating System Freebsd Freebsd 4.1 All All All

Operating System Freebsd Freebsd 4.1.1 All All All

Operating System Freebsd Freebsd 4.1.1 release All All

Operating System Freebsd Freebsd 4.1.1 stable All All

Operating System Freebsd Freebsd 4.2 All All All

Operating System Freebsd Freebsd 4.2 stable All All

Operating System Freebsd Freebsd 4.3 All All All

Operating System Freebsd Freebsd 4.3 release All All

Operating System Freebsd Freebsd 4.3 stable All All

Operating System Freebsd Freebsd 4.4 All All All

Operating System Freebsd Freebsd 4.4 stable All All

Operating System Freebsd Freebsd 4.5 All All All

Operating System Freebsd Freebsd 4.5 release All All

Operating System Freebsd Freebsd 4.5 stable All All

Operating System Freebsd Freebsd 4.6 All All All

Operating System Freebsd Freebsd 4.6 release All All

Operating System Freebsd Freebsd 4.6 stable All All

Operating System Freebsd Freebsd 4.6.2 All All All

Operating System Freebsd Freebsd 4.7 All All All

Operating System Freebsd Freebsd 4.7 release All All

Operating System Freebsd Freebsd 4.7 stable All All

Operating System Freebsd Freebsd 5.0 All All All

Operating System Freebsd Freebsd 4.0 All All All

Operating System Freebsd Freebsd 4.1 All All All

Operating System Freebsd Freebsd 4.1.1 All All All

Operating System Freebsd Freebsd 4.1.1 release All All

Operating System Freebsd Freebsd 4.1.1 stable All All

Operating System Freebsd Freebsd 4.2 All All All

Operating System Freebsd Freebsd 4.2 stable All All

Operating System Freebsd Freebsd 4.3 All All All

Operating System Freebsd Freebsd 4.3 release All All
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Operating System Freebsd Freebsd 4.3 stable All All

Operating System Freebsd Freebsd 4.4 All All All

Operating System Freebsd Freebsd 4.4 stable All All

Operating System Freebsd Freebsd 4.5 All All All

Operating System Freebsd Freebsd 4.5 release All All

Operating System Freebsd Freebsd 4.5 stable All All

Operating System Freebsd Freebsd 4.6 All All All

Operating System Freebsd Freebsd 4.6 release All All

Operating System Freebsd Freebsd 4.6 stable All All

Operating System Freebsd Freebsd 4.6.2 All All All

Operating System Freebsd Freebsd 4.7 All All All

Operating System Freebsd Freebsd 4.7 release All All

Operating System Freebsd Freebsd 4.7 stable All All

Operating System Freebsd Freebsd 5.0 All All All

Application Gnu Glibc 2.1 All All All

Application Gnu Glibc 2.1.1 All All All

Application Gnu Glibc 2.1.2 All All All

Application Gnu Glibc 2.1.3 All All All

Application Gnu Glibc 2.2 All All All

Application Gnu Glibc 2.2.1 All All All

Application Gnu Glibc 2.2.2 All All All

Application Gnu Glibc 2.2.3 All All All

Application Gnu Glibc 2.2.4 All All All

Application Gnu Glibc 2.2.5 All All All

Application Gnu Glibc 2.3 All All All

Application Gnu Glibc 2.3.1 All All All

Application Gnu Glibc 2.3.2 All All All

Application Gnu Glibc 2.1 All All All

Application Gnu Glibc 2.1.1 All All All

Application Gnu Glibc 2.1.2 All All All

Application Gnu Glibc 2.1.3 All All All

Application Gnu Glibc 2.2 All All All

Application Gnu Glibc 2.2.1 All All All

Application Gnu Glibc 2.2.2 All All All

Application Gnu Glibc 2.2.3 All All All

Application Gnu Glibc 2.2.4 All All All
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Application Gnu Glibc 2.2.4 All All All

Application Gnu Glibc 2.2.5 All All All

Application Gnu Glibc 2.3 All All All

Application Gnu Glibc 2.3.1 All All All

Application Gnu Glibc 2.3.2 All All All

Operating System Hp Hp-ux 10.20 All All All

Operating System Hp Hp-ux 10.24 All All All

Operating System Hp Hp-ux 11.00 All All All

Operating System Hp Hp-ux 11.04 All All All

Operating System Hp Hp-ux 11.11 All All All

Operating System Hp Hp-ux 11.20 All All All

Operating System Hp Hp-ux 11.22 All All All

Operating System Hp Hp-ux 10.20 All All All

Operating System Hp Hp-ux 10.24 All All All

Operating System Hp Hp-ux 11.00 All All All

Operating System Hp Hp-ux 11.04 All All All

Operating System Hp Hp-ux 11.11 All All All

Operating System Hp Hp-ux 11.20 All All All

Operating System Hp Hp-ux 11.22 All All All

Operating System Hp Hp-ux Series 700 10.20 All All All

Operating System Hp Hp-ux Series 700 10.20 All All All

Operating System Hp Hp-ux Series 800 10.20 All All All

Operating System Hp Hp-ux Series 800 10.20 All All All

Operating System Ibm Aix 4.3.3 All All All

Operating System Ibm Aix 5.1 All All All

Operating System Ibm Aix 5.2 All All All

Operating System Ibm Aix 4.3.3 All All All

Operating System Ibm Aix 5.1 All All All

Operating System Ibm Aix 5.2 All All All

Application Mit Kerberos 5 1.2 All All All

Application Mit Kerberos 5 1.2.1 All All All

Application Mit Kerberos 5 1.2.2 All All All

Application Mit Kerberos 5 1.2.3 All All All

Application Mit Kerberos 5 1.2.4 All All All

Application Mit Kerberos 5 1.2.5 All All All

Application Mit Kerberos 5 1.2.6 All All All
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Application Mit Kerberos 5 1.2.7 All All All

Application Mit Kerberos 5 1.2 All All All

Application Mit Kerberos 5 1.2.1 All All All

Application Mit Kerberos 5 1.2.2 All All All

Application Mit Kerberos 5 1.2.3 All All All

Application Mit Kerberos 5 1.2.4 All All All

Application Mit Kerberos 5 1.2.5 All All All

Application Mit Kerberos 5 1.2.6 All All All

Application Mit Kerberos 5 1.2.7 All All All

Application Openafs Openafs 1.0 All All All

Application Openafs Openafs 1.0.1 All All All

Application Openafs Openafs 1.0.2 All All All

Application Openafs Openafs 1.0.3 All All All

Application Openafs Openafs 1.0.4 All All All

Application Openafs Openafs 1.0.4a All All All

Application Openafs Openafs 1.1 All All All

Application Openafs Openafs 1.1.1 All All All

Application Openafs Openafs 1.1.1a All All All

Application Openafs Openafs 1.2 All All All

Application Openafs Openafs 1.2.1 All All All

Application Openafs Openafs 1.2.2 All All All

Application Openafs Openafs 1.2.2a All All All

Application Openafs Openafs 1.2.2b All All All

Application Openafs Openafs 1.2.3 All All All

Application Openafs Openafs 1.2.4 All All All

Application Openafs Openafs 1.2.5 All All All

Application Openafs Openafs 1.2.6 All All All

Application Openafs Openafs 1.3 All All All

Application Openafs Openafs 1.3.1 All All All

Application Openafs Openafs 1.3.2 All All All

Application Openafs Openafs 1.0 All All All

Application Openafs Openafs 1.0.1 All All All

Application Openafs Openafs 1.0.2 All All All

Application Openafs Openafs 1.0.3 All All All

Application Openafs Openafs 1.0.4 All All All
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Application Openafs Openafs 1.0.4a All All All

Application Openafs Openafs 1.1 All All All

Application Openafs Openafs 1.1.1 All All All

Application Openafs Openafs 1.1.1a All All All

Application Openafs Openafs 1.2 All All All

Application Openafs Openafs 1.2.1 All All All

Application Openafs Openafs 1.2.2 All All All

Application Openafs Openafs 1.2.2a All All All

Application Openafs Openafs 1.2.2b All All All

Application Openafs Openafs 1.2.3 All All All

Application Openafs Openafs 1.2.4 All All All

Application Openafs Openafs 1.2.5 All All All

Application Openafs Openafs 1.2.6 All All All

Application Openafs Openafs 1.3 All All All

Application Openafs Openafs 1.3.1 All All All

Application Openafs Openafs 1.3.2 All All All

Operating System Openbsd Openbsd 2.0 All All All

Operating System Openbsd Openbsd 2.1 All All All

Operating System Openbsd Openbsd 2.2 All All All

Operating System Openbsd Openbsd 2.3 All All All

Operating System Openbsd Openbsd 2.4 All All All

Operating System Openbsd Openbsd 2.5 All All All

Operating System Openbsd Openbsd 2.6 All All All

Operating System Openbsd Openbsd 2.7 All All All

Operating System Openbsd Openbsd 2.8 All All All

Operating System Openbsd Openbsd 2.9 All All All

Operating System Openbsd Openbsd 3.0 All All All

Operating System Openbsd Openbsd 3.1 All All All

Operating System Openbsd Openbsd 3.2 All All All

Operating System Openbsd Openbsd 2.0 All All All

Operating System Openbsd Openbsd 2.1 All All All

Operating System Openbsd Openbsd 2.2 All All All

Operating System Openbsd Openbsd 2.3 All All All

Operating System Openbsd Openbsd 2.4 All All All

Operating System Openbsd Openbsd 2.5 All All All

Operating System Openbsd Openbsd 2.6 All All All
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