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Summary

CVE CVE-2003-0041

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2003-02-19 05:00:00 UTC

Updated 2024-02-02 15:13:00 UTC

Description Kerberos FTP client allows remote FTP sites to execute arbitrary code via a pipe (|) character in a filename that is retrieved by the client.

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Mandrakesoft Mandrake Linux 8.1 All All All

Operating System Mandrakesoft Mandrake Linux 8.2 All All All

Operating System Mandrakesoft Mandrake Linux 9.0 All All All

Application Mandrakesoft Mandrake Multi Network Firewall 8.2 All All All

Application Mit Kerberos Ftp Client All All All All

Application Mit Kerberos Ftp Client All All All All

Operating System Redhat Linux 6.2 All All All

Operating System Redhat Linux 6.2 All i386 All

Operating System Redhat Linux 7.0 All All All

Operating System Redhat Linux 7.0 All i386 All

Operating System Redhat Linux 7.1 All All All

Operating System Redhat Linux 7.1 All i386 All

Operating System Redhat Linux 7.2 All All All

Operating System Redhat Linux 7.2 All i386 All

Operating System Redhat Linux 7.2 All ia64 All

Operating System Redhat Linux 7.3 All All All

Operating System Redhat Linux 7.3 All i386 All
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Operating System Redhat Linux 7.3 All i386 All

Operating System Redhat Linux 8.0 All All All

Operating System Redhat Linux 8.0 All i386 All

Operating System Redhat Linux 6.2 All i386 All

Operating System Redhat Linux 7.0 All i386 All

Operating System Redhat Linux 7.1 All i386 All

Operating System Redhat Linux 7.2 All i386 All

Operating System Redhat Linux 7.2 All ia64 All

Operating System Redhat Linux 7.3 All i386 All

Operating System Redhat Linux 8.0 All i386 All

References

Reference

Neohapsis Archives - VulnWatch - [VulnWatch] MIT Kerberos FTP client remote shell commands execution - From fozzy_at_dmpfrance.com

Advisories - Mandriva

Secunia - Advisories - RedHat updates to Kerberos FTP client

redhat.com | Red Hat Support

Secunia - Advisories - Mandrake updates for Kerberos FTP client

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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