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CVE CVE-2003-0048
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2003-02-19 05:00:00 UTC
Updated 2016-10-18 02:28:00 UTC
Description PuTTY 0.53b and earlier does not clear logon credentials from memory, including plaintext passwords, which could allow af
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Putty Putty 0.48 All All All

Application Putty Putty 0.49 All All All

Application Putty Putty 0.53 All All All

Application Putty Putty 0.53b All All All

Application Putty Putty 0.48 All All All

Application Putty Putty 0.49 All All All

Application Putty Putty 0.53 All All All

Application Putty Putty 0.53b All All All

Reference Source Lil
iDEFENSE MISC W\

PuTTY SSH2 Client Software Access Control Bug May Disclose Passwords to Local Users Via Memory - SecurityTracker SECTRACK w\

Putty SSH2 Authentication Password Persistence Weakness BID Wy
20030129 iDEFENSE Security Advisory 01.28.03: SSH2 Clients Insecurely Store Passwords BUGTRAQ  mi
CVE Program record CVE.ORG W\
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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