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Summary

CVE CVE-2003-0049

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2003-03-03 05:00:00 UTC

Updated 2008-09-11 00:05:00 UTC

Description Apple File Protocol (AFP) in Mac OS X before 10.2.4 allows administrators to log in as other users by using the administrator password.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Apple Mac Os X 10.2 All All All

Operating System Apple Mac Os X 10.2.1 All All All

Operating System Apple Mac Os X 10.2.2 All All All

Operating System Apple Mac Os X 10.2.3 All All All

Operating System Apple Mac Os X 10.2 All All All

Operating System Apple Mac Os X 10.2.1 All All All

Operating System Apple Mac Os X 10.2.2 All All All

Operating System Apple Mac Os X 10.2.3 All All All

Operating System Apple Mac Os X Server 10.2 All All All

Operating System Apple Mac Os X Server 10.2.1 All All All

Operating System Apple Mac Os X Server 10.2.2 All All All

Operating System Apple Mac Os X Server 10.2.3 All All All

Operating System Apple Mac Os X Server 10.2 All All All

Operating System Apple Mac Os X Server 10.2.1 All All All

Operating System Apple Mac Os X Server 10.2.2 All All All

Operating System Apple Mac Os X Server 10.2.3 All All All
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References

Reference

Apple security updates

Apple File Protocol iDrive Administrator Login Weakness

SecurityTracker.com Archives - Mac OS X Apple File Protocol (AFP) Access Control Bug Lets Administrators Login Under Other User Identities

Apple - Lists.apple.com

ISS X-Force Database:macos-afp-unauthorized-access(11333): Mac OS X Apple File Protocol (AFP) unauthorized access

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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