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Summary

CVE CVE-2003-0057

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2003-02-19 05:00:00 UTC

Updated 2017-07-11 01:29:00 UTC

Description Multiple buffer overflows in Hypermail 2 before 2.1.6 allows remote attackers to cause a denial of service and possibly execute arbitrary code (1) via a long attachment filename that is not properly handled by the hypermail executable, or (2) by connecting to the mail CGI program from an IP address that reverse-resolves to a long hostname.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Hypermail Hypermail 2.0b25 All All All

Application Hypermail Hypermail 2.1.1 All All All

Application Hypermail Hypermail 2.1.2 All All All

Application Hypermail Hypermail 2.1.3 All All All

Application Hypermail Hypermail 2.1.4 All All All

Application Hypermail Hypermail 2.1.5 All All All

Application Hypermail Hypermail 2.1_.0 All All All

Application Hypermail Hypermail 2.0b25 All All All

Application Hypermail Hypermail 2.1.1 All All All

Application Hypermail Hypermail 2.1.2 All All All

Application Hypermail Hypermail 2.1.3 All All All

Application Hypermail Hypermail 2.1.4 All All All

Application Hypermail Hypermail 2.1.5 All All All

Application Hypermail Hypermail 2.1_.0 All All All
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IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Hypermail CGI Mail Reverse DNS Lookup Buffer Overflow Vulnerability BID www.securityfocus.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Neohapsis Archives - VulnWatch - [VulnWatch] Hypermail buffer overflows - From ulfh_at_update.uu.se VULNWATCH archives.neohapsis.com

Secunia - Advisories - Debian updates to hypermail SECUNIA secunia.com

Debian -- Security Information -- DSA-248-1 hypermail DEBIAN www.debian.org

'Hypermail buffer overflows' - MARC BUGTRAQ marc.info

Hypermail Message Attachment Buffer Overflow Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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