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AVNCUAUNCPIPIAP Certain versions of Hp-ux from Hp contain the following vulnerability:

The dtterm terminal emulator allows attackers to modify the window
title via a certain character escape sequence and then insert it back to
the command line in the user's terminal, e.g. when the user views a file
containing the malicious sequence, which could allow the attacker to
execute arbitrary commands.

CVE-2003-0064 has been assigned by [ cve@mitre.org to track the vulnerability

CVSS2 Score: 7.5-HIGH

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link
ISS X-Force Database: terminal-emulator-window-title (11414): Multiple vendor ) XF terminal-emulator-
terminal emulator window title command execution window-title(11414)
DTTerm Window Title Reporting Escape Sequence Command Execution (D BID 6942
Vulnerability
@ VULNWATCH 20030224
Terminal Emulator Security
Issues
[ marc.info | ) BUGTRAQ 20030224
Terminal Emulator Security
Issues



https://cve.report/
https://cve.report/CVE-2003-0064/mitre
https://cve.report/CVE-2003-0064/nist
https://cve.report/CVE-2003-0064/cve_org
https://cve.report/CVE-2003-64.pdf
http://cve.report/software/hp/hp-ux
http://cve.report/vendor/hp
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://web.archive.org/web/2003/http://www.iss.net/security_center/static/11414.php
http://cve.report/bid/6942
https://web.archive.org/web/2003/http://archives.neohapsis.com/archives/vulnwatch/2003-q1/0093.html
http://marc.info/?l=bugtraq&m=104612710031920&w=2

SecurityFocus HOME Advisories: SSRT3507 dtterm @ HP HPSBUX0401-309

text/html
Not Archived

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Hp Hp-ux 10.20 All All All
System

Operating Hp Hp-ux 10.24 All All All
System

Operating Hp Hp-ux 10.26 All All All
System

Operating Hp Hp-ux 10.30 All All All
System

Operating Hp Hp-ux 10.34 All All All
System

Operating Hp Hp-ux 11.00 All All All
System

Operating Hp Hp-ux 11.04 All All All
System

Operating Hp Hp-ux 11.11 All All All
System

Operating Hp Hp-ux 11.20 All All All
System

Operating Hp Hp-ux 11.22 All All All
System

Operating Hp Hp-ux 10.20 All All All
System

Operating Hp Hp-ux 10.24 All All All
System

Operating Hp Hp-ux 10.26 All All All
System

Operating Hp Hp-ux 10.30 All All All
System

Operating Hp Hp-ux 10.34 All All All
System

Operating Hp Hp-ux 11.00 All All All
System

Operating Hp Hp-ux 11.04 Al Al Al
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cpe:2.3:0thp:hp-ux:10.20:* "
cpe:2.3:0thp:hp-ux:10.24:
cpe:2.3:0thp:hp-ux:10.26:* """
cpe:2.3:0thp:hp-ux:10.30: """
cpe:2.3:0:hp:hp-ux:10.34 """

cpe:2.3:0:hp:hp-ux:1

cpe:2.3:0:hp:hp-ux:1

cpe:2.3:0:hp:hp-ux:1

cpe:2.3:0:ibm:aix:4.3

cpe:2.3:0:ibm:aix:4.3

PROUR. Ns YRR Y NN RO I

1A

1.20: %%

1.22:% %k

Ak kK Kk Lk Lk,

1 Skk ok ak ok akak.

Ak koK kKK k.

Sunos

Sunos

Sunos

Sunos

Sunos

5.8

5.5.1

5.7

5.8

All

All

All

All
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All

All
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cpe:2.3:0:ibm:aix:4.3.3:
cpe:2.3:0:ibm:aix:5.1
cpe:2.3:0:ibm:aix:5.2:%
cpe:2.3:0:ibm:aix:4.3:
cpe:2.3:0:ibm:aix:4.3.1
cpe:2.3:0:ibm:aix:4.3.2: %
cpe:2.3:0:ibm:aix:4.3.3:*
cpe:2.3:0:ibm:aix:5.1

cpe:2.3:0:ibm:aix:5.2:%

Skak ok ak ok akak.

cpe:2.3:0:8gi:irix:5.0:
cpe:2.3:0:8Qi:irix:5.0. 1 s
cpe:2.3:0:8Qiirix:5. 1
cpe:2.3:0:8Qiirix:5.1. 17 e
cpe:2.3:0:8Qiirix:5.2:
cpe:2.3:0:8Qiirix:5.3:
cpe:2.3:0:8Qi:irix:6.0: "
cpe:2.3:0:8Qi:irix:6.0.1: s
cpe:2.3:0:8Qiirix:6.1: "
cpe:2.3:0:8Qiirix:6.2: "
cpe:2.3:0:8Qi:irix:6.3: "
cpe:2.3:0:8Qiirix:6.4: "
cpe:2.3:0:8gi:irix:6.5:
cpe:2.3:0:8Qi:irix:6.5.1:
cpe:2.3:0:8Qi:irix:6.5.10: "

akLkLk ok kakk,

cpe:2.3:0:8Qi:irix:6.5.10f: 7 * %

Ak kKKK LKLk,

cpe:2.3:0:8gi:irix:6.5.10m:*

ARk kKRR k,

cpe:2.3:0:8Qi:irix:6.5. 1 1f "



KLk kKK kK,

cpe:2.3:0:8Qi:irix:6.5.12:

ARk kR kR k.

cpe:2.3:0:8gi:irix:6.5.12f* *

Kk kKK kLK,

cpe:2.3:0:80i:irix:6.5.12m "

KKk kKKK,

cpe:2.3:0:80i:irix:6.5. 13" "

ak kR kR Rk,

cpe:2.3:0:8gi:irix:6.5. 14f * i

Kk ok kKKK,

cpe:2.3:0:8gi:irix:6.5. 14m:*

akLk kLK LK LKLk,

cpe:2.3:0:8Qi:irix:6.5.18m:* "
cpe:2.3:0:8Qi:irix:6.5.2:*

cpe:2.3:0:sQi:irix:6.5.2f % *

akLk Lk ok Lk ak k.

cpe:2.3:0:8Qi:irix:6.5.2m:

cpe:2.3:0:8Qi:irix:6.5.3:

ARk kKKK Lk,

cpe:2.3:0:sQi:irix:6.5.3f



cpe:2.3:0:8Qi:irix:6.5.4:

cpe:2.3:0:8gi:irix:6.5.4m:

cpe:2.3:0:89i:irix:6.5.5: "

cpe:2.3:0:80i:irix:6.5.5f

cpe:2.3:0:8gi:irix:6.5.5m:

cpe:2.3:0:80i:irix:6.5.6:

cpe:2.3:0:80i:irix:6.5.6f

cpe:2.3:0:8gi:irix:6.5.6m:

cpe:2.3:0:8gi:irix:6.5.7:

cpe:2.3:0:8gi:irix:6.5.7f

cpe:2.3:0:8Qi:irix:5.0:

cpe:2.3:0:8Qi:irix:5.0. 17 e

cpe:2.3:0:8Qirix:5. 1

cpe:2.3:0:8Qiirix:5. 1. 17

cpe:2.3:0:sgi:irix:5.2:

cpe:2.3:0:8Qi:irix:5.3:

cpe:2.3:0:8Qi:irix:6.0:

cpe:2.3:0:8Qi:irix:6.0.1: "

cpe:2.3:0:8gi:irix:6.1:

cpe:2.3:0:8gi:irix:6.2:

cpe:2.3:0:8Qi:irix:6.3:



cpe:2.3:0:8Qiirix:6.4:

Skuk ok k Lk akak.

cpe:2.3:0:8Qi:irix:6.5:
cpe:2.3:0:8gi:irix:6.5. 1 "

cpe:2.3:0:80i:irix:6.5.10: """

akak KoKk kR,

cpe:2.3:0:8gi:irix:6.5.10f: *

Kk ok kKKK,

cpe:2.3:0:8gi:irix:6.5.10m """

ak kR ok ak Rk,

cpe:2.3:0:8gi:irix:6.5. 11 i

Kk ok kKKK,

cpe:2.3:0:8gi:irix:6.5. 1 1m:

Kk koK kKK,

cpe:2.3:0:8gi:irix:6.5. 12" " "

dkakak ok akakak,

cpe:2.3:0:8gi:irix:6.5.12f:*

aKLk kLKL kKK,

cpe:2.3:0:8Qi:irix:6.5.17: %

ARk koK akuk k.

cpe:2.3:0:8Qi:irix:6.5.17f:

akLk kKKK Lk,

cpe:2.3:0:sQi:irix:6.5.18: "



cpe:2.3:0:8Qi:irix:6.5.18f

cpe:2.3:0:8Qi:irix:6.5.18m: ™

cpe:2.3:0:8gi:irix:6.5.2:

cpe:2.3:0:8gi:irix:6.5.2f

cpe:2.3:0:8gi:irix:6.5.2m:

cpe:2.3:0:8gi:irix:6.5.3: "

cpe:2.3:0:8gi:irix:6.5.3f

cpe:2.3:0:8gi:irix:6.5.4:

cpe:2.3:0:8gi:irix:6.5.4f

cpe:2.3:0:8gi:irix:6.5.4m:

cpe:2.3:0:8Qi:irix:6.5.5:

cpe:2.3:0:8Qi:irix:6.5.8:

cpe:2.3:0:8Qi:irix:6.5.8f:

cpe:2.3:0:8Qi:irix:6.5.9m:

cpe:2.3:0:sun:solaris:2.5.1:*:x86:*:*:*:*:*:

cpe:2.3:0:sun:solaris:2.6:*:*:**: "

cpe:2.3:0:sun:solaris:7.0:*:x86:*:*:*:*:*:



kKKK Lk,

cpe:2.3:0:sun:solaris:2.5.1:*:x86:*:*:*:*:*:

Lk Lk ak kR akak.

cpe:2.3:0:sun:solaris:2.6:*:

KKKk k.

cpe:2.3:0:sun:solaris:7.0:*:x86:*:*:*:*:*:

KKKk k.

cpe:2.3:0:sun:solaris:8.0:*:x86:*:*:*:*:*:

Kk kKK,

cpe:2.3:0:sun:solaris:9.0:*:x86:*:*:*:*:*:
cpe:2.3:0:8UN:suNos: - ***F

cpe:2.3:0:5un:sunos:5.5.1 "

cpe:2.3:0:5un:sunos:5.7: *F

cpe:2.3:0:5un:sunos:5.5.1 7

cpe:2.3:0:5uNn:sunos:5.7:

cpe:2.3:0:5un:sunos:5.8:

No vendor comments have been submitted for this CVE
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