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Summary

CVE CVE-2003-0107

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2003-03-07 05:00:00 UTC

Updated 2022-06-22 16:40:00 UTC

Description Buffer overflow in the gzprintf function in zlib 1.1.4, when zlib is compiled without vsnprintf or when long inputs are truncated using vsnprintf, allows attackers to cause a denial of service or possibly execute arbitrary code.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gnu Zlib 1.1.4 All All All

Application Gnu Zlib 1.1.4 All All All

Application Zlib Zlib 1.1.4 All All All

References

Reference Source Link Tags

CLSA-2003:619 CONECTIVA distro.conectiva.com

'poc zlib sploit just for fun :)' - MARC BUGTRAQ marc.info

'Re: buffer overrun in zlib 1.1.4' - MARC BUGTRAQ marc.info

Mandrakesoft Security Advisories MANDRAKE www.mandrakesoft.com

JVNDB-2015-000066 - JVN iPedia JVNDB jvndb.jvn.jp

SecurityFocus HOME Mailing List: BugTraq BUGTRAQ online.securityfocus.com Exploit

NetBSD-SA2003-004 NETBSD ftp.netbsd.org

JVN#78689801: BGA32.DLL and QBga32.DLL contain multiple vulnerabilities JVN jvn.jp

Zlib Compression Library gzprintf() Buffer Overrun Vulnerability BID www.securityfocus.com

'[sorcerer-spells] ZLIB-SORCERER2003-02-25' - MARC BUGTRAQ marc.info

6599 OSVDB www.osvdb.org
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http://marc.info/?l=bugtraq&m=104610337726297&w=2
http://marc.info/?l=bugtraq&m=104610536129508&w=2
http://www.mandrakesoft.com/security/advisories?name=MDKSA-2003:033
http://jvndb.jvn.jp/en/contents/2015/JVNDB-2015-000066.html
http://online.securityfocus.com/archive/1/312869
ftp://ftp.netbsd.org/pub/NetBSD/security/advisories/NetBSD-SA2003-004.txt.asc
http://jvn.jp/en/jp/JVN78689801/index.html
http://www.securityfocus.com/bid/6913
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redhat.com | Red Hat Support REDHAT www.redhat.com

Apple - Lists.apple.com CONFIRM lists.apple.com

CSSA-2003-011.0 CALDERA ftp.caldera.com

'GLSA: zlib (200303-25)' - MARC GENTOO marc.info

# 57405, Free Sun Alert Notifications SUNALERT sunsolve.sun.com

redhat.com | Red Hat Support REDHAT www.redhat.com

ISS X-Force Database:zlib-gzprintf-bo(11381): zlib gzprintf() buffer overflow XF www.iss.net Vendor Advisory

CERT/CC Vulnerability Note VU#142121 CERT-VN www.kb.cert.org US Government Resource

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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