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CVE-2003-0140

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AUNACUAUNCPILPIAP Certain versions of Mutt from Mutt contain the following vulnerability:

Buffer overflow in Mutt 1.4.0 and possibly earlier versions, 1.5.x up to
1.5.3, and other programs that use Mutt code such as Balsa before
2.0.10, allows a remote malicious IMAP server to cause a denial of
service (crash) and possibly execute arbitrary code via a crafted folder.

CVE-2003-0140 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 7.5-HIGH

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

Repository / Oval Repository () OVAL oval:org.mitre.oval:def:434

text/html

Home - Conectiva ) CONECTIVA CLA-2003:626

text/ntml

Home - Conectiva ) CONECTIVA CLA-2003:630

text/html

NOVELL: Broken Link - 404 Error Pages

text/html

] SUSE SuSE-SA:2003:020

Gentoo Linux — Error 404 (Not Found) <9 GENTOO GLSA-200303-19

Not Archived
text/html

Not Archived



https://cve.report/
https://cve.report/CVE-2003-0140/mitre
https://cve.report/CVE-2003-0140/nist
https://cve.report/CVE-2003-0140/cve_org
https://cve.report/CVE-2003-140.pdf
http://cve.report/software/mutt/mutt
http://cve.report/vendor/mutt
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A434
http://distro.conectiva.com.br/atualizacoes/?id=a&anuncio=000626
http://distro.conectiva.com.br/atualizacoes/?id=a&anuncio=000630
https://web.archive.org/web/2003/http://www.novell.com/linux/security/advisories/2003_020_mutt.html
http://www.gentoo.org/security/en/glsa/glsa-200303-19.xml

IBM X-Force Exchange € XF mutt-folder-name-bo(11583)
text/html

SecurityFocus HOME Mailing List: BugTraq Vendor Advisory ) BUGTRAQ 20030319 mutt-1.4.1 fixes a buffer

www.securityfocus.com overflow.
text/html

redhat.com | Red Hat Support www.redhat.com & REDHAT RHSA-2003:109
text/html

'GLSA: balsa (200304-10)' - MARC ) BUGTRAQ 20030430 GLSA: balsa (200304-10)

text/html

'CORE-20030304-02: Vulnerability in Mutt Mail User 2) BUGTRAQ 20030320 CORE-20030304-02:

Agent' - MARC text/html Vulnerability in Mutt Mail User Agent
Mutt UTF-7 Internationalized Remote Folder Buffer ) BID 7120
Overrun Vulnerability Vendor Advisory
cve.report (archive)
text/html
Mandriva Security Advisories www.mandriva.com & MANDRAKE MDKSA-2003:041
text/html
Page not found | Core Security web.archive.org A MISC
text/html www.coresecurity.com/common/showdoc.php?
Inactive Link~ Not Archived idx=310&idxseccion=10

'GLSA: mutt (200303-19)' - MARC ) BUGTRAQ 20030322 GLSA: mutt (200303-19)

text/html

Debian -- Security Information -- DSA-268-1 mutt www.debian.org (© DEBIAN DSA-268
Depreciated Link
text/html

Repository / Oval Repository oval.cisecurity.org ) OVAL oval:org.mitre.oval:def:2
text/html

'[OpenPKG-SA-2003.025] OpenPKG Security (%) BUGTRAQ 20030320 [OpenPKG-SA-2003.025]
Advisory (mutt)' - MARC text/html OpenPKG Security Advisory (mutt)

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Mutt Mutt 1.3.12 All All All
Application Mutt Mutt 1.3.16 All All All
Application Mutt Mutt 1.3.17 All All All
Application Mutt Mutt 1.3.22 All All All
Application Mutt Mutt 1.3.24 All All All
Application Mutt Mutt 1.3.25 All All All

Annliratinn Nt Nt 12927 All All All


https://exchange.xforce.ibmcloud.com/vulnerabilities/11583
http://www.securityfocus.com/archive/1/315679
http://www.redhat.com/support/errata/RHSA-2003-109.html
http://marc.info/?l=bugtraq&m=105171507629573&w=2
http://marc.info/?l=bugtraq&m=104818814931378&w=2
http://cve.report/bid/7120
http://www.mandriva.com/security/advisories?name=MDKSA-2003:041
https://web.archive.org/web/2003/http://www.coresecurity.com/common/showdoc.php?idx=310&idxseccion=10
http://marc.info/?l=bugtraq&m=104852190605988&w=2
http://www.debian.org/security/2003/dsa-268
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A2
http://marc.info/?l=bugtraq&m=104817995421439&w=2
mailto:%20comment@cve.report
http://cve.report/vendor/mutt
http://cve.report/software/mutt/mutt
http://cve.report/vendor/mutt
http://cve.report/software/mutt/mutt
http://cve.report/vendor/mutt
http://cve.report/software/mutt/mutt
http://cve.report/vendor/mutt
http://cve.report/software/mutt/mutt
http://cve.report/vendor/mutt
http://cve.report/software/mutt/mutt
http://cve.report/vendor/mutt
http://cve.report/software/mutt/mutt
http://cve.report/vendor/mutt
http://cve.report/software/mutt/mutt

AppeauU
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

v

Mutt

Mutt

Mutt

Mutt

Mutt

Mutt

Mutt

Mutt

Mutt

Mutt

Mutt

Kk koK kR k.

cpe:2.3:a:xmutt:mutt:1.3.12:%

kK koK Rk k.

cpe:2.3:a:xmutt:mutt:1.3.16: """

cpe:2.3:a:xmutt:mutt:1.4.0:%:%

cpe:2.3:a:xmutt:mutt:1.5.3:%:%

ARk kKK kK,

cpe:2.3:a:mutt:mutt:1.3.27:% "

cpe:2.3:a:mutt:mutt:1.4.0:% %

cpe:2.3:a:mutt:mutt:1.5.3:% %

iU

Mutt

Mutt

Mutt

Mutt

Mutt

Mutt

Mutt

Mutt

Mutt

Mutt

Mutt

v

1.4.0

1.56.3

1.3.12

1.3.16

1.3.17

1.3.22

1.3.24

1.3.25

1.3.27

1.4.0

1.5.3

nn

All

All

All

All

All

All

All

All

All

All

All

fatll

All

All

All

All

All

All

All

All

All

All

All

Iall

All

All

All

All

All

All

All

All

All

All

All

No vendor comments have been submitted for this CVE
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