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Summary

CVE CVE-2003-0144

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2003-03-31 05:00:00 UTC

Updated 2017-07-11 01:29:00 UTC

Description Buffer overflow in the lprm command in the lprold lpr package on SuSE 7.1 through 7.3, OpenBSD 3.2 and earlier, and possibly other operating systems, allows local users to gain root privileges via long command line arguments such as (1) request ID or (2) user name.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Bsd Lpr 0.48 All All All

Operating System Bsd Lpr 2000-05-07 All All All

Operating System Bsd Lpr 0.48 All All All

Operating System Bsd Lpr 2000-05-07 All All All

Operating System Freebsd Freebsd 2.2 All All All

Operating System Freebsd Freebsd 2.2.2 All All All

Operating System Freebsd Freebsd 2.2.3 All All All

Operating System Freebsd Freebsd 2.2.4 All All All

Operating System Freebsd Freebsd 2.2.5 All All All

Operating System Freebsd Freebsd 2.2.6 All All All

Operating System Freebsd Freebsd 2.2 All All All

Operating System Freebsd Freebsd 2.2.2 All All All

Operating System Freebsd Freebsd 2.2.3 All All All

Operating System Freebsd Freebsd 2.2.4 All All All

Operating System Freebsd Freebsd 2.2.5 All All All

Operating System Freebsd Freebsd 2.2.6 All All All

Application Lprold Lprold 3.0.48 All All All
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Application Lprold Lprold 3.0.48 All All All

Application Lprold Lprold 3.0.48 All All All

Operating System Openbsd Openbsd 2.0 All All All

Operating System Openbsd Openbsd 2.1 All All All

Operating System Openbsd Openbsd 2.2 All All All

Operating System Openbsd Openbsd 2.3 All All All

Operating System Openbsd Openbsd 2.4 All All All

Operating System Openbsd Openbsd 2.5 All All All

Operating System Openbsd Openbsd 2.6 All All All

Operating System Openbsd Openbsd 2.7 All All All

Operating System Openbsd Openbsd 2.8 All All All

Operating System Openbsd Openbsd 2.9 All All All

Operating System Openbsd Openbsd 3.0 All All All

Operating System Openbsd Openbsd 3.1 All All All

Operating System Openbsd Openbsd 3.2 All All All

Operating System Openbsd Openbsd 2.0 All All All

Operating System Openbsd Openbsd 2.1 All All All

Operating System Openbsd Openbsd 2.2 All All All

Operating System Openbsd Openbsd 2.3 All All All

Operating System Openbsd Openbsd 2.4 All All All

Operating System Openbsd Openbsd 2.5 All All All

Operating System Openbsd Openbsd 2.6 All All All

Operating System Openbsd Openbsd 2.7 All All All

Operating System Openbsd Openbsd 2.8 All All All

Operating System Openbsd Openbsd 2.9 All All All

Operating System Openbsd Openbsd 3.0 All All All

Operating System Openbsd Openbsd 3.1 All All All

Operating System Openbsd Openbsd 3.2 All All All

References

Reference Source Link Tags

Secunia - Advisories - SuSE lprm command buffer overflow SECUNIA secunia.com

NOVELL: Broken Link - 404 Error Pages SUSE www.novell.com

'OpenBSD lprm(1) exploit' - MARC BUGTRAQ marc.info

'potential buffer overflow in lprm (fwd)' - MARC BUGTRAQ marc.info

20030406-02-P SGI patches.sgi.com

ftp.openbsd.org/pub/OpenBSD/patches/3.2/common/010_lprm.patch CONFIRM ftp.openbsd.org
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ftp.openbsd.org/pub/OpenBSD/patches/3.2/common/010_lprm.patch CONFIRM ftp.openbsd.org

Debian -- Security Information -- DSA-267-1 lpr DEBIAN www.debian.org

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Multiple Vendor LPRM Local Buffer Overflow Vulnerability BID www.securityfocus.com Exploit, Patch, Vendor Advisory

Advisories - Mandriva MANDRAKE www.mandriva.com

Debian -- Security Information -- DSA-275-1 lpr-ppd DEBIAN www.debian.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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