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The prescan() function in the address parser (parseaddr.c) in Sendmail before 8.12.9 does not properly handle certain cony
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)
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Vendor Product Version Update Edition Language
Compagq Tru64 4.0b All All All
Compaq Tru64 4.0d All All All
Compaq True4 4.0d_pk9_bl17 All All All
Compaq Tru64 4.0f All All All
Compaq Trué4 4.0f_pk6_bl17 All All All
Compaq Trub4 4.0f_pk7_bl18 All All All
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Compaq Tru64 5.0_pk4_bl17 All All All
Compagq Tru64 5.0_pk4_bl18 All All All
Compaq Tru64 5.1 All All All
Compagq Tru64 5.1a All All All
Compaa Tru64 5.1a pk1 bl All All All
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uperating System sun solaris 2.0.1 Al X80 Al

Operating System Sun Solaris 2.6 All All All
Operating System Sun Solaris 7.0 All x86 All
Operating System Sun Solaris 8.0 All x86 All
Operating System Sun Solaris 9.0 All sparc All
Operating System Sun Solaris 9.0 All x86 All
Operating System Sun Solaris 9.0 x86_update_2 All All
Operating System Sun Solaris 2.4 All x86 All
Operating System Sun Solaris 2.5 All x86 All
Operating System Sun Solaris 2.5.1 All ppc All
Operating System Sun Solaris 2.5.1 All x86 All
Operating System Sun Solaris 2.6 All All All
Operating System Sun Solaris 7.0 All x86 All
Operating System Sun Solaris 8.0 All x86 All
Operating System Sun Solaris 9.0 All sparc All
Operating System Sun Solaris 9.0 All x86 All
Operating System Sun Solaris 9.0 x86_update_2 All All
Operating System Sun Sunos - All All All
Operating System Sun Sunos 5.4 All All All
Operating System Sun Sunos 5.5 All All All
Operating System Sun Sunos 5.5.1 All All All
Operating System Sun Sunos 5.7 All All All
Operating System Sun Sunos 5.8 All All All
Operating System Sun Sunos - All All All
Operating System Sun Sunos 5.4 All All All
Operating System Sun Sunos 5.5 All All All
Operating System Sun Sunos 5.5.1 All All All
Operating System Sun Sunos 5.7 All All All
Operating System Sun Sunos 5.8 All All All
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SecurityFocus

Debian -- Security Information -- DSA-278-1 sendmail

'Sendmail: -1 gone wild' - MARC

redhat.com | Red Hat Support

Gentoo Linux — Error 404 (Not Found)

#52620: sendmail(1M) Parses Addresses Incorrectly in Certain Corner Cases java.lang.NullPointerException
Apple - Lists.apple.com

'sendmail 8.12.9 available' - MARC

'[OpenPKG-SA-2003.027] OpenPKG Security Advisory (sendmail)' - MARC
SecurityFocus HOME Mailing List: BugTraq

Debian -- Security Information -- DSA-290-1 sendmail-wide
[Full-Disclosure] Sendmail: -1 gone wild

CERT/CC Vulnerability Note VU#897604

redhat.com | Red Hat Support

Home - Conectiva

SecurityFocus

#52700: Sun Linux and Cobalt Legacy Products are Vulnerable to a Additional sendmail(1M) Buffer Overflow java.lang.NullPointerException
SCOSA-2004.11

CERT Advisory CA-2003-12 Buffer Overflow in Sendmail

20030401-01-P

CVE Program record

NVD vulnerability detail

4] | |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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