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CVE-2003-0192

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AUNACLAUNCNIPIAP Certain versions of Hitp Server from Apache contain the following
’ vulnerability:

Apache 2 before 2.0.47, and certain versions of mod_ssl for Apache
1.3, do not properly handle "certain sequences of per-directory
renegotiations and the SSLCipherSuite directive being used to upgrade
from a weak ciphersuite to a strong one," which could cause Apache to
use the weak ciphersuite.

CVE-2003-0192 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 6.4- MEDIUM

Access Access Authentication
Vector Complexity

Low [NONE
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE |
CVE References

Description Tags Link

2) SCO SCOSA-2004.6
text/plain

Pony Mail! lists.apache.org / MLIST [httpd-cvs] 20210330 svn commit: r1073139 [2/13] - in
text/html /websites/staging/httpd/trunk/content: ./ security/json/

redhat.com | Red Hat www.redhat.com & REDHAT RHSA-2003:243
Support text/html

Pony Mail! lists.apache.org / MLIST [httpd-cvs] 20210330 svn commit: r1073140 [2/4] - in

text/html /websites/staging/httpd/trunk/content: ./ security/cvejsontohtml.py
security/vulnerabilities_13.html security/vulnerabilities_20.html security/vulnerabilities_22.html
security/vulnerabilities_24.html

Pony Mail! lists.apache.org / MLIST [httpd-cvs] 20210330 svn commit: r1073143 [2/3] - in



https://cve.report/
https://cve.report/CVE-2003-0192/mitre
https://cve.report/CVE-2003-0192/nist
https://cve.report/CVE-2003-0192/cve_org
https://cve.report/CVE-2003-192.pdf
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://cve.report/CVE-2003-0192/304e29d3
https://lists.apache.org/thread.html/re028d61fe612b0908595d658b9b39e74bca56f2a1ed3c5f06b5ab571@%253Ccvs.httpd.apache.org%253E
http://www.redhat.com/support/errata/RHSA-2003-243.html
https://lists.apache.org/thread.html/r2cb985de917e7da0848c440535f65a247754db8b2154a10089e4247b@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/r9e8622254184645bc963a1d47c5d47f6d5a36d6f080d8d2c43b2b142@%253Ccvs.httpd.apache.org%253E

Pony Mail!

redhat.com | Red Hat
Support

Pony Mail!

redhat.com | Red Hat
Support

No Description Provided

Pony Mail!

Repository / Oval

Repository

Pony Mail!

Pony Mail!

Mandriva Security
Advisories

Pony Mail!

Pony Mail!

Pony Mail!

Pony Mail!

text/html

lists.apache.org
text/html

Vendor Advisory
www.redhat.com
text/html

lists.apache.org
text/html

www.redhat.com
text/html

text/html

lists.apache.org
text/html

oval.cisecurity.org
text/html

lists.apache.org
text/html

lists.apache.org
text/html

www.mandriva.com
text/html

lists.apache.org
text/html

lists.apache.org
text/html

lists.apache.org
text/html

lists.apache.org
text/html

/websites/staging/httpd/trunk/content: ./ security/

/ MLIST [httpd-cvs] 20190815 svn commit: r1048743 [2/4] - in
/websites/staging/httpd/trunk/content: ./ security/vulnerabilities-httpd.xml
security/vulnerabilities_13.html security/vulnerabilities_20.html security/vulnerabilities_22.html
security/vulnerabilities_24.html

& REDHAT RHSA-2003:240

/ MLIST [httpd-cvs] 20210330 svn commit: r1888194 [2/13] -
/httpd/site/trunk/content/security/json/

& REDHAT RHSA-2003:244

2y BUGTRAQ 20030709 [ANNOUNCE][SECURITY] Apache 2.0.47 released

/ MLIST [httpd-cvs] 20210330 svn commit: r1073139 [1/13] - in
/websites/staging/httpd/trunk/content: ./ security/json/

) OVAL oval:org.mitre.oval:def:169

/ MLIST [httpd-cvs] 20210330 svn commit: r1073149 [3/13] - in
/websites/staging/httpd/trunk/content: ./ security/ security/json/

/ MLIST [httpd-cvs] 20210606 svn commit: r1075470 [2/4] - in
/websites/staging/httpd/trunk/content: ./ security/json/CVE-2020-13938.json
security/vulnerabilities_13.html security/vulnerabilities_20.html security/vulnerabilities_22.html
security/vulnerabilities_24.html

& MANDRAKE MDKSA-2003:075

/ MLIST [httpd-cvs] 20200401 svn commit: 11058586 [2/4] - in
/websites/staging/httpd/trunk/content: ./ security/vulnerabilities-httpd.xml
security/vulnerabilities_13.html security/vulnerabilities_20.html security/vulnerabilities_22.html
security/vulnerabilities_24.html

/ MLIST [httpd-cvs] 20210330 svn commit: r1073149 [1/13] - in
/websites/staging/httpd/trunk/content: ./ security/ security/json/

/ MLIST [httpd-cvs] 20200401 svn commit: r1058587 [2/4] - in
/websites/staging/httpd/trunk/content: ./ security/vulnerabilities-httpd.xml
security/vulnerabilities_13.html security/vulnerabilities_20.html security/vulnerabilities_22.html
security/vulnerabilities_24.html

/ MLIST [httpd-cvs] 20190815 svn commit: r1048742 [2/4] - in
/websites/staging/httpd/trunk/content: ./ security/vulnerabilities-httpd.xml
security/vulnerabilities_13.html security/vulnerabilities_20.html security/vulnerabilities_22.html
security/vulnerabilities_24.html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)


https://lists.apache.org/thread.html/5df9bfb86a3b054bb985a45ff9250b0332c9ecc181eec232489e7f79@%253Ccvs.httpd.apache.org%253E
http://www.redhat.com/support/errata/RHSA-2003-240.html
https://lists.apache.org/thread.html/r7035b7c9091c4b665a3b7205364775410646f12125d48e74e395f2ce@%253Ccvs.httpd.apache.org%253E
http://www.redhat.com/support/errata/RHSA-2003-244.html
http://marc.info/?l=bugtraq&m=105776593602600&w=2
https://lists.apache.org/thread.html/rf6449464fd8b7437704c55f88361b66f12d5b5f90bcce66af4be4ba9@%253Ccvs.httpd.apache.org%253E
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A169
https://lists.apache.org/thread.html/raa117ef183f0da9b3f46efbeaa66f7622bd68868a450cae4fd8ed594@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/r5001ecf3d6b2bdd0b732e527654248abb264f08390045d30709a92f6@%253Ccvs.httpd.apache.org%253E
http://www.mandriva.com/security/advisories?name=MDKSA-2003:075
https://lists.apache.org/thread.html/r0276683d8e1e07153fc8642618830ac0ade85b9ae0dc7b07f63bb8fc@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/r9f93cf6dde308d42a9c807784e8102600d0397f5f834890708bf6920@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/r8828e649175df56f1f9e3919938ac7826128525426e2748f0ab62feb@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/54a42d4b01968df1117cea77fc53d6beb931c0e05936ad02af93e9ac@%253Ccvs.httpd.apache.org%253E
mailto:%20comment@cve.report

Type Vendor Product Version Update Edition Language
Application Apache Hitp Server 2.0 All All All
Application Apache Http Server 2.0.28 All All All
Application Apache Hitp Server 2.0.32 All All All
Application Apache Http Server 2.0.35 All All All
Application Apache Http Server 2.0.36 All All All
Application Apache Http Server 2.0.37 All All All
Application Apache Http Server 2.0.38 All All All
Application Apache Http Server 2.0.39 All All All
Application Apache Http Server 2.0.40 All All All
Application Apache Http Server 2.0.41 All All All
Application Apache Http Server 2.0.42 All All All
Application Apache Http Server 2.0.43 All All All
Application Apache Http Server 2.0.44 All All All
Application Apache Http Server 2.0.45 All All All
Application Apache Http Server 2.0.46 All All All
Application Apache Http Server 2.0 All All All
Application Apache Http Server 2.0.28 All All All
Application Apache Hitp Server 2.0.32 All All All
Application Apache Http Server 2.0.35 All All All
Application Apache Hitp Server 2.0.36 All All All
Application Apache Http Server 2.0.37 All All All
Application Apache Hitp Server 2.0.38 All All All
Application Apache Http Server 2.0.39 All All All
Application Apache Http Server 2.0.40 All All All
Application Apache Http Server 2.0.41 All All All
Application Apache Http Server 2.0.42 All All All
Application Apache Http Server 2.0.43 All All All
Application Apache Http Server 2.0.44 All All All
Application Apache Http Server 2.0.45 All All All
Application Apache Http Server 2.0.46 All All All

cpe:2.3:a:apache:http_server:2.0:*:* " "

cpe:2.3:a:apache:http_server:2.0.28:*:*:*:*:*:*:*:

cpe:2.3:a:apache:http_server:2.0.32:*:*:*:*:*:*:*:
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dk Lk akkakakak.

cpe:2.3:a:apache:http_server:2.0.35::*:*:*:*:*:*:

dk Lk k kR akak.

cpe:2.3:a:apache:http_server:2.0.37: "™

LRk kR Lk akak.

cpe:2.3:a:apache:http_server:2.0.38::*:*:**:*:*:

dk Lk ak kR akak.

cpe:2.3:a:apache:http_server:2.0.39:*:*:*:**:*:*:

LRk kR ok akak.

cpe:2.3:a:apache:http_server:2.0.40::*:*:***:*:

LRk kR kR k.

cpe:2.3:a:apache:http_server:2.0.42:*:*:*:***:*:

Wk Rk kR ok ak,

cpe:2.3:a:apache:http_server:2.0.43:*:*:*:***:*:

Lk Rk kR akak.

cpe:2.3:a:apache:http_server:2.0.44::**:***:*:

sk Kk kR akak.

cpe:2.3:a:apache:http_server:2.0.45:**:*:***:*:

dkkakukakakak.

cpe:2.3:a:apache:http_server:2.0.44:*:****:*:*:

dkkakkkakak.

cpe:2.3:a:apache:http_server:2.0.45:*:*:***:*:*:

Sk Lk akkakakak.

cpe:2.3:a:apache:http_server:2.0.46:*:*:*:*:*:*:*:

«— Previous ID Next ID—


https://cve.report/CVE-2003-0191
https://cve.report/CVE-2003-0193
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY

consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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