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Summary

CVE CVE-2003-0240

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2003-06-09 04:00:00 UTC

Updated 2017-07-11 01:29:00 UTC

Description The web-based administration capability for various Axis Network Camera products allows remote attackers to bypass access restrictions and modify configuration via an HTTP request to the admin/admin.shtml containing a leading // (double slash).

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Axis 2100 Network Camera All All All All

Hardware Axis 2110 Network Camera All All All All

Hardware Axis 2120 Network Camera All All All All

Hardware Axis 2130 Ptz Network Camera All All All All

Hardware Axis 2400 Video Server All All All All

Hardware Axis 2401 Video Server All All All All

Hardware Axis 2420 Network Camera All All All All

Hardware Axis 2460 Network Dvr All All All All

Hardware Axis 250s Video Server All All All All
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'CORE-2003-0403: Axis Network Camera HTTP Authentication Bypass' - MARC BUGTRAQ

4804 OSVDB

CERT/CC Vulnerability Note VU#799060 CERT-VN

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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