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CVE CVE-2003-0244
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2003-05-27 04:00:00 UTC
Updated 2017-10-11 01:29:00 UTC
Description The route cache implementation in Linux 2.4, and the Netfilter IP conntrack module, allows remote attackers to cause a der

1|

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version
Operating System Linux Linux Kernel 2.4.0
Operating System Linux Linux Kernel 2.4.0

Update Edition Language
All All All
All All All
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Reference

Debian -- Security Information -- DSA-332-1 linux-kernel-2.4.17
redhat.com | Red Hat Support

redhat.com | Red Hat Support

'[ESA-20030515-017] 'kernel' several bug and security-related fixes.' - MARC
Secunia - Advisories - Linux Kernel route cache flooding Denial of Service
Debian -- Security Information -- DSA-312-1 kernel-patch-2.4.18-powerpc
Linux Kernel Route Cache Entry Remote Denial Of Service Vulnerability
Repository / Oval Repository

redhat.com | Red Hat Support

'Route cache performance under stress' - MARC

IBM X-Force Exchange

Source

DEBIAN

REDHAT

REDHAT

ENGARDE

SECUNIA

DEBIAN

BID

OVAL

REDHAT

MISC

XF

Neohapsis Archives - VulnWatch - #0073 - [VulnWatch] Algorithmic Complexity Attacks and the Linux Networking Code VULNWATCH

Lir

Wv

Wwv

Wv

Wv

Wwv

Wv

ovi

Wv

ex

arc


https://cve.report/
https://cve.report/CVE-2003-0244/mitre
https://cve.report/CVE-2003-0244/nist
https://cve.report/CVE-2003-0244/cve_org
https://cve.report/api/cve/CVE-2003-0244.json
https://cve.report/CVE-2003-0244.pdf
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://www.debian.org/security/2003/dsa-332
http://www.redhat.com/support/errata/RHSA-2003-145.html
http://www.redhat.com/support/errata/RHSA-2003-172.html
http://marc.info/?l=bugtraq&m=105301461726555&w=2
http://www.secunia.com/advisories/8786/
http://www.debian.org/security/2003/dsa-312
http://www.securityfocus.com/bid/7601
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A261
http://www.redhat.com/support/errata/RHSA-2003-147.html
http://marc.info/?l=linux-kernel&m=104956079213417
https://exchange.xforce.ibmcloud.com/vulnerabilities/15382
http://archives.neohapsis.com/archives/vulnwatch/2003-q2/0073.html

Debian -- Security Information -- DSA-311-1 linux-kernel-2.4.18
'[slackware-security] 2.4.21 kernels available (SSA:2003-168-01)' - MARC
Advisories - Mandriva Linux

Advisories - Mandriva

Debian -- Security Information -- DSA-336-1 linux-kernel-2.2.20
Algorithmic Complexity Attacks and the Linux Networking Code

Debian -- Security Information -- DSA-442-1 linux-kernel-2.4.17-s390
CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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