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CVE CVE-2003-0245
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2003-06-09 04:00:00 UTC
Updated 2025-04-03 01:03:51 UTC

Description Vulnerability in the apr_psprintf function in the Apache Portable Runtime (APR) library for Apache 2.0.37 through 2.0.45 allc

/ |

Risk And Classification

Primary CVSS: v2.0 5 from nvd@nist.gov

AV:N/AC:L/Au:N/C:N/I:N/A:P

Problem Types: NVD-CWE-Other | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Http Server 2.0.37 All All All


https://cve.report/
https://cve.report/CVE-2003-0245/mitre
https://cve.report/CVE-2003-0245/nist
https://cve.report/CVE-2003-0245/cve_org
https://cve.report/api/cve/CVE-2003-0245.json
https://cve.report/CVE-2003-0245.pdf
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server

Application Apache Http Server
Application Apache Hitp Server
Application Apache Http Server
Application Apache Hitp Server
Application Apache Http Server
Application Apache Http Server
Application Apache Http Server
Application Apache Http Server

Vendor Declared Affected Products

2.0.38 All All
2.0.39 All All
2.0.40 All All
2.0.41 All All
2.0.42 All All
2.0.43 All All
2.0.44 All All
2.0.45 All All

All

All

All

All

All

All

All

All

Source Vendor

CNA Na N/a

Product

Version

affected n/a

Platforms

Not specified
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Pony Mail!

404 Not Found

Pony Mail!

Apache APR_PSPrintf Memory Corruption Vulnerability
Pony Mail!

Pony Mail!

Pony Mail!

marc.info

Pony Mail!

Pony Mail!
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Pony Mail!

Pony Mail!
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Pony Mail!
CERT/CC Vulnerability Note VU#757612

redhat.com | Red Hat Support

P A

archives.neohapsis.com/archives/vulnwatch/2003-g2/0095.html
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Link
www.mandriva.com
lists.apache.org
www.apache.org
lists.apache.org
www.securityfocus.com
lists.apache.org
lists.apache.org
lists.apache.org
marc.info
lists.apache.org
lists.apache.org
lists.apache.org
www.idefense.com
exchange.xforce.ibmcloud.con
lists.apache.org
lists.apache.org
archives.neohapsis.com
distro.conectiva.com.br
lists.apache.org
www.kb.cert.org

www.redhat.com
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http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://www.mandriva.com/security/advisories?name=MDKSA-2003:063
https://lists.apache.org/thread.html/r2cb985de917e7da0848c440535f65a247754db8b2154a10089e4247b%2540%253Ccvs.httpd.apache.org%253E
http://www.apache.org/dist/httpd/Announcement2.html
https://lists.apache.org/thread.html/r9f93cf6dde308d42a9c807784e8102600d0397f5f834890708bf6920%2540%253Ccvs.httpd.apache.org%253E
http://www.securityfocus.com/bid/7723
https://lists.apache.org/thread.html/raa117ef183f0da9b3f46efbeaa66f7622bd68868a450cae4fd8ed594%2540%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/r8828e649175df56f1f9e3919938ac7826128525426e2748f0ab62feb%2540%253Ccvs.httpd.apache.org%253E
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http://marc.info/?l=bugtraq&m=105418115512559&w=2
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https://lists.apache.org/thread.html/r7035b7c9091c4b665a3b7205364775410646f12125d48e74e395f2ce%2540%253Ccvs.httpd.apache.org%253E
http://www.idefense.com/advisory/05.30.03.txt
https://exchange.xforce.ibmcloud.com/vulnerabilities/12090
https://lists.apache.org/thread.html/r5001ecf3d6b2bdd0b732e527654248abb264f08390045d30709a92f6%2540%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/re028d61fe612b0908595d658b9b39e74bca56f2a1ed3c5f06b5ab571%2540%253Ccvs.httpd.apache.org%253E
http://archives.neohapsis.com/archives/vulnwatch/2003-q2/0095.html
http://distro.conectiva.com.br/atualizacoes/?id=a&anuncio=000661
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http://www.kb.cert.org/vuls/id/757612
http://www.redhat.com/support/errata/RHSA-2003-186.html
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CVE Program record CVE.ORG WWW.Cve.org

NVD vulnerability detail NVD nvd.nist.gov
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Vendor Comments And Credit

Organization Published Contributor Statement

Apache 2008-07-02 Mark J Cox  Fixed in Apache HTTP Server 2.0.46: http://httpd.apache.org/security/vulnerabilities_20.html

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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