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Cisco VPN 3000 series concentrators and Cisco VPN 3002 Hardware Client 3.5.x through 4.0.REL, when enabling IPSec o
| i

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Vendor Product Version Update Edition Language
Cisco Vpn 3000 Concentrator Series Software 3.5(rel) All All All
Cisco Vpn 3000 Concentrator Series Software 3.5.1 All All All
Cisco Vpn 3000 Concentrator Series Software 3.5.2 All All All
Cisco Vpn 3000 Concentrator Series Software 3.5.3 All All All
Cisco Vpn 3000 Concentrator Series Software 3.54 All All All
Cisco Vpn 3000 Concentrator Series Software 3.5.5 All All All
Cisco Vpn 3000 Concentrator Series Software 3.5\(rel\) All All All
Cisco Vpn 3000 Concentrator Series Software 3.6 All All All
Cisco Vpn 3000 Concentrator Series Software 3.6.1 All All All
Cisco Vpn 3000 Concentrator Series Software 3.6.3 All All All
Cisco Vpn 3000 Concentrator Series Software 3.6.5 All All All
Cisco Vpn 3000 Concentrator Series Software 3.6.7 All All All
Cisco Vpn 3000 Concentrator Series Software 3.6.7.a All All All
Cisco Vpn 3000 Concentrator Series Software 3.6.7.b All All All
Cisco Vpn 3000 Concentrator Series Software 3.6.7.c All All All
Cisco Vpn 3000 Concentrator Series Software 3.6.7.d All All All
Cisco Vpn 3000 Concentrator Series Software 3.6.7d All All All
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Operating System Cisco Vpn 3000 Concentrator Series Software 4.0 All All All
Operating System Cisco Vpn 3000 Concentrator Series Software 3.5.1 All All All
Operating System Cisco Vpn 3000 Concentrator Series Software 3.5.2 All All All
Operating System Cisco Vpn 3000 Concentrator Series Software 3.5.3 All All All
Operating System Cisco Vpn 3000 Concentrator Series Software 3.54 All All All
Operating System Cisco Vpn 3000 Concentrator Series Software 3.5.5 All All All
Operating System Cisco Vpn 3000 Concentrator Series Software 3.5\(rel\) All All All
Operating System Cisco Vpn 3000 Concentrator Series Software 3.6 All All All
Operating System Cisco Vpn 3000 Concentrator Series Software 3.6.1 All All All
Operating System Cisco Vpn 3000 Concentrator Series Software 3.6.3 All All All
Operating System Cisco Vpn 3000 Concentrator Series Software 3.6.5 All All All
Operating System Cisco Vpn 3000 Concentrator Series Software 3.6.7 All All All
Operating System Cisco Vpn 3000 Concentrator Series Software 3.6.7.a All All All
Operating System Cisco Vpn 3000 Concentrator Series Software 3.6.7.b All All All
Operating System Cisco Vpn 3000 Concentrator Series Software 3.6.7.c All All All
Operating System Cisco Vpn 3000 Concentrator Series Software 3.6.7.d All All All
Operating System Cisco Vpn 3000 Concentrator Series Software 3.6.7d All All All
Operating System Cisco Vpn 3000 Concentrator Series Software 4.0 All All All
Application Cisco Vpn 3002 Hardware Client All All All All
Application Cisco Vpn 3002 Hardware Client All All All All
Operating System Cisco Vpn 3005 Concentrator Software 4.0.1 All All All
Operating System Cisco Vpn 3005 Concentrator Software 4.01 All All All
Hardware Cisco Vpn 3015 Concentrator All All All All
Hardware Cisco Vpn 3015 Concentrator All All All All
Hardware Cisco Vpn 3030 Concentator All All All All
Hardware Cisco Vpn 3030 Concentator All All All All
Hardware Cisco Vpn 3060 Concentrator All All All All
Hardware Cisco Vpn 3060 Concentrator All All All All
Hardware Cisco Vpn 3080 Concentrator All All All All
Hardware Cisco Vpn 3080 Concentrator All All All All
Reference Source Link Tags

Cisco - Networking, Cloud, and Cybersecurity Solutions CISCO WWW.CiSCO.com Patch, Vendor Advisory

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com
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CER1/CCU Vulnerability Note VU#/2/ /80 CERI-VN www.KD.cert.org

CVE Program record CVE.ORG  www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

US Government Hesource
canonical

canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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