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Summary

CVE CVE-2003-0282

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2003-06-16 04:00:00 UTC

Updated 2017-10-11 01:29:00 UTC

Description Directory traversal vulnerability in UnZip 5.50 allows attackers to overwrite arbitrary files via invalid characters between two . (dot) characters, which are filtered and result in a ".." sequence.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Info-zip Unzip 5.50 All All All

Application Info-zip Unzip 5.50 All All All

Operating System Sco Openlinux Server 3.1.1 All All All

Operating System Sco Openlinux Server 3.1.1 All All All

Operating System Sco Openlinux Workstation 3.1.1 All All All

Operating System Sco Openlinux Workstation 3.1.1 All All All

References

Reference Source Link Tags

Advisories - Mandriva MANDRAKE www.mandriva.com

redhat.com | Red Hat Support REDHAT www.redhat.com

Repository / Oval Repository OVAL oval.cisecurity.org

404 Not Found TURBO www.turbolinux.com

Home - Conectiva CONECTIVA distro.conectiva.com.br

Debian -- Security Information -- DSA-344-2 unzip DEBIAN www.debian.org

Info-ZIP UnZip Encoded Character Hostile Destination Path Vulnerability BID www.securityfocus.com Exploit, Patch, Vendor Advisory

'[OpenPKG-SA-2003.033] OpenPKG Security Advisory (infozip)' - MARC BUGTRAQ marc.info
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Info-ZIP Frequently Asked Questions CONFIRM www.info-zip.org

CSSA-2003-031.0 CALDERA ftp.sco.com

redhat.com | Red Hat Support REDHAT www.redhat.com Patch, Vendor Advisory

IMNX-2003-7+-017-01 IMMUNIX download.immunix.org

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

N-111: Red Hat Updated unzip Packages Fix Trojan Vulnerability CIAC www.ciac.org

'unzip directory traversal revisited' - MARC BUGTRAQ marc.info

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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