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CVE Program / NVD first with legacy fallback
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The Sendmail 8.12.3 package in Debian GNU/Linux 3.0 does not securely create temporary files, which could allow local us
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Application
Application
Application
Application
Application

Application

Vendor Product Version Update Edition Language
Debian Debian Linux 3.0 All All All
Debian Debian Linux 3.0 All All All
Sendmail Sendmail 8.12.3 All All All
Sendmail Sendmail 8.12.9 All All All
Sendmail Sendmail 8.9.3 All All All
Sendmail Sendmail 8.12.3 All All All
Sendmail Sendmail 8.12.9 All All All
Sendmail Sendmail 8.9.3 All All All

References
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404 Not Found

Source Link

235770 — (debian-tempfile) [Tracker] Tempfile issues found in Debian CONFIRM  bugs.gentoo.o

#496408 - The possibility of attack with the help of symlinks in some Debian packages - Debian Bug reportlogs CONFIRM  bugs.debian.o

CONFIRM  dev.gentoo.ort

oss-security - CVE requests: tempfile issues for aview, mgetty, openoffice, crossfire MLIST www.openwall
Debian -- Security Information -- DSA-305-1 sendmail DEBIAN www.debian.o
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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