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CVE-2003-0352

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACUAUNCPIPAP Certain versions of Windows 2000 from Microsoft contain the following
’ vulnerability:

Buffer overflow in a certain DCOM interface for RPC in Microsoft
Windows NT 4.0, 2000, XP, and Server 2003 allows remote attackers
to execute arbitrary code via a malformed message, as exploited by
the Blaster/MSblast/LovSAN and Nachi/Welchia worms.

CVE-2003-0352 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 7.5-HIGH

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

Repository / Oval Repository () OVAL oval:org.mitre.oval:def:2343

CERT Advisory CA-2003-19 Exploitation of # CERT CA-2003-19

Vulnerabilities in Microsoft RPC Interface [ www.cert.org |

[Full-Disclosure] Re: The French BUGTRAQ (New () FULLDISC 20030726 Re: The French BUGTRAQ
Win RPC Exploit) (New Win RPC Exploit)

Microsoft Security Bulletin MS03-026 - Critical | B® MS MS03-026

Microsoft Docs

IBM X-Force Exchange € XF win-rpc-dcom-bo(12629)



https://cve.report/
https://cve.report/CVE-2003-0352/mitre
https://cve.report/CVE-2003-0352/nist
https://cve.report/CVE-2003-0352/cve_org
https://cve.report/CVE-2003-352.pdf
http://cve.report/software/microsoft/windows_2000
http://cve.report/vendor/microsoft
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A2343
http://www.cert.org/advisories/CA-2003-19.html
https://web.archive.org/web/2003/http://lists.grok.org.uk/pipermail/full-disclosure/2003-July/007079.html
https://docs.microsoft.com/en-us/security-updates/securitybulletins/2003/ms03-026
https://exchange.xforce.ibmcloud.com/vulnerabilities/12629

CERT/CC Vulnerability Note VU#568148 # CERT-VN VU#568148

www.kb.cert.org
text/htm

1

[Full-Disclosure] rpcdcom Universal offsets (%) FULLDISC 20030730 rpcdcom Universal offsets

Repository / Oval Repository () OVAL oval:org.mitre.oval:def:296
1

Repository / Oval Repository ) OVAL oval:org.mitre.oval:def:194

[ marc.info | (%) BUGTRAQ 20030725 The Analysis of LSD's
Buffer Overrun in Windows RPC Interface(code
revised )

Inactive Link™ Not Archived

CERT Advisory CA-2003-16 Buffer Overflow in # CERT CA-2003-16
Microsoft RPC
text/html

Microsoft Windows DCOM RPC Interface Buffer
Overrun Vulnerability

@ BID 8205

Vendor Advisory
cve.report (archive)
text/html

'[LSD] Critical security vulnerability in Microsoft () BUGTRAQ 20030716 [LSD] Critical security
Operating Systems' - MARC text/html vulnerability in Microsoft Operating Systems

The Analysis of LSD's Buffer Overrun in Windows
RPC Interface application/octet-stream

(@ MISC www.xfocus.org/documents/200307/2.html

Inactive Link™ Not Archived

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Microsoft Windows 2000 All All All All
System

Operating Microsoft Windows 2000 All spl All All
System

Operating Microsoft Windows 2000 All sp2 All All
System

Operating Microsoft Windows 2000 All sp3 All All
System

Operating Microsoft Windows 2000 All sp4 All All
System

Operating Microsoft Windows 2000 All All All All

System
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cpe:2.3:0:microsoft:windows_2000:*:sp4:™:*:*:*:*:*:

cpe:2.3:0:microsoft:windows_2003_server:enterprise:*:64-bit:*:*:*:*:*:

cpe:2.3:0:microsoft:windows_2003_server:enterprise_64-bit:*:*:*:*:*:*:*:

cpe:2.3:0:microsoft:windows_2003_server:r2:*:64-bit:*:*:*:*:*:

cpe:2.3:0:microsoft:windows_2003_server:r2:*:datacenter_64-bit:*:*:*:*:*:

cpe:2.3:0:microsoft:windows_2003_server:standard:*:64-bit:*:*:*:*:*:

cpe:2.3:0:microsoft:windows_2003_server:enterprise:*:64-bit:*:*:*:*:*:

cpe:2.3:0:microsoft:windows_2003_server:enterprise_64-bit:*:*:*:*:*:*:*:

cpe:2.3:0:microsoft:windows_2003_server:r2:*:datacenter_64-bit:*:*:*:*:*:

cpe:2.3:0:microsoft:windows_2003_server:standard:*:64-bit:*:*:*:*:*:

cpe:2.3:0:microsoft:windows_2003_server:web:*:*:*:*:*:*:*:

cpe:2.3:0:microsoft:windows_nt:4.0:*:server:*:*:*:*:*:

akak kR k.

cpe:2.3:0:microsoft:windows_nt:4.0:*:terminal_server:*:*:*:*:*:

dkak kR ok,

cpe:2.3:0:microsoft:windows_nt:4.0:sp1:enterprise_server:*:*:*:*:*:

cpe:2.3:0:microsoft:windows_nt:4.0:sp1:server:*:*:*:*:*:

LKk kR k.

cpe:2.3:0:microsoft:windows_nt:4.0:sp1:terminal_server:*:*:*:*:*:



Skkakakk.

cpe:2.3:0:microsoft:windows_nt:4.0:sp3:terminal_server:*:*:*:*:*:

Skukakakok.

cpe:2.3:0:microsoft:windows_nt:4.0:sp3:workstation:*:*:*:*:*:

dkakLkkk,

cpe:2.3:0:microsoft:windows_nt:4.0:sp4:enterprise_server:*:*:*:*:*:

Skakakukk,

cpe:2.3:0:microsoft:windows_nt:4.0:sp4:terminal_server:*:*:*:*:*:

Skukakakuk.

cpe:2.3:0:microsoft:windows_nt:4.0:sp4:workstation:*:*:*:*:*:

akakak koK,

cpe:2.3:0:microsoft:windows_nt:4.0:sp5:enterprise_server:*:*:*:*:*:

dkak kKK,

cpe:2.3:0:microsoft:windows_nt:4.0:sp5:server:*:*:*:*:*:

Skakukkk.

cpe:2.3:0:microsoft:windows_nt:4.0:sp5:terminal_server:*:*:*:*:*:

dkak kKK,

cpe:2.3:0:microsoft:windows_nt:4.0:sp6:enterprise_server:*:*:*:*:*:

LRk Lk kK,

cpe:2.3:0:microsoft:windows_nt:4.0:sp6:server:*:*:*:*:*:

Lkakakkk.

cpe:2.3:0:microsoft:windows_nt:4.0:sp6:terminal_server:*:*:*:*:*:

Skukakakak.

cpe:2.3:0:microsoft:windows_nt:4.0:sp6:workstation:*:*:*:*:*:

KKKk Lk,

cpe:2.3:0:microsoft:windows_nt:4.0:sp6a:enterprise_server:*:*:*:*:*:

KKKk Lk,

cpe:2.3:0:microsoft:windows_nt:4.0:sp6a:terminal_server:*:*:*:*:*:

akak kKK,

cpe:2.3:0:microsoft:windows_nt:4.0:sp6a:workstation:*:*:*:*:*:

kK kKK,

cpe:2.3:0:microsoft:windows_nt:4.0:*:enterprise_server:*:*:*:*:*:

LKk kKK,

cpe:2.3:0:microsoft:windows_nt:4.0:*:server:*:*:*:*:*:



dkkakakk.

cpe:2.3:0:microsoft:windows_nt:4.0:sp2:terminal_server:*:*:*:*:*:

Skukakakk.

cpe:2.3:0:microsoft:windows_nt:4.0:sp2:workstation:*:*:*:*:*:

dkakakk ok,

cpe:2.3:0:microsoft:windows_nt:4.0:sp3:enterprise_server:*:*:*:*:*:

Skakakakk.

cpe:2.3:0:microsoft:windows_nt:4.0:sp3:terminal_server:*:*:*:*:*:

Skukakakuk.

cpe:2.3:0:microsoft:windows_nt:4.0:sp3:workstation:*:*:*:*:*:

dkakLk koK,

cpe:2.3:0:microsoft:windows_nt:4.0:sp4:server:*:*:*:*:*:

Skak kR k.

cpe:2.3:0:microsoft:windows_nt:4.0:sp4:terminal_server:*:*:*:*:*:

Skukkukuk.

cpe:2.3:0:microsoft:windows_nt:4.0:sp4:workstation:*:*:*:*:*:

dkakLk kK,

cpe:2.3:0:microsoft:windows_nt:4.0:sp5:server:*:*:*:*:*:

LRk Rk k.

cpe:2.3:0:microsoft:windows_nt:4.0:sp5:terminal_server:*:*:*:*:*:

akakak kK.

cpe:2.3:0:microsoft:windows_nt:4.0:sp6:enterprise_server:*:*:*:*:*:

dkak kKK,

cpe:2.3:0:microsoft:windows_nt:4.0:sp6:server:*:*:*:*:*:

Lkakakukak.

cpe:2.3:0:microsoft:windows_nt:4.0:sp6:terminal_server:*:*:*:*:*:

Skakakakak.

cpe:2.3:0:microsoft:windows_nt:4.0:sp6:workstation:*:*:*:*:*:

Kk kKK,

cpe:2.3:0:microsoft:windows_nt:4.0:sp6a:enterprise_server:*:*:*:*:*:

Kk kKK,

cpe:2.3:0:microsoft:windows_nt:4.0:spba:server:*:*:*:*:*:

Kk kKK,

cpe:2.3:0:microsoft:windows_nt:4.0:sp6a:workstation:*:*:*:*:*:

Kk kKK,

cpe:2.3:0:microsoft:windows_xp:*:*:64-bit:*:*:*:*:*:



cpe:2.3:0:microsoft:windows_xp:*:gold:professional:*:*:*:*:*:
akakakakok,

cpe:2.3:0:microsoft:windows_xp:*:sp1:64-bit:*:*:*:*:*:

ARk kKK,

cpe:2.3:0:microsoft:windows_xp:*:sp1:home:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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