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Konqueror Embedded and KDE 2.2.2 and earlier does not validate the Common Name (CN) field for X.509 Certificates, wh
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Operating System
Application
Application
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Vendor Product Version Update Edition Language
Apple Safari 1.0 beta All All
Apple Safari 1.0 beta2 All All
Apple Safari 1.0 beta All All
Apple Safari 1.0 beta2 All All
Kde Kde All All All All
Kde Konqueror Embedded 0.1 All All All
Kde Konqueror Embedded 0.1 All All All
Redhat Linux 7.1 All All All
Redhat Linux 7.2 All All All
Redhat Linux 7.1 All All All
Redhat Linux 7.2 All All All
Turbolinux Turbolinux Server 7.0 All All All
Turbolinux Turbolinux Server 8.0 All All All
Turbolinux Turbolinux Server 7.0 All All All
Turbolinux Turbolinux Server 8.0 All All All
Turbolinux Turbolinux Workstation 7.0 All All All
Turbolinux Turbolinux Workstation 8.0 All All All


https://cve.report/
https://cve.report/CVE-2003-0370/mitre
https://cve.report/CVE-2003-0370/nist
https://cve.report/CVE-2003-0370/cve_org
https://cve.report/CVE-2003-0370.pdf
http://cve.report/vendor/apple
http://cve.report/software/apple/safari
http://cve.report/vendor/apple
http://cve.report/software/apple/safari
http://cve.report/vendor/apple
http://cve.report/software/apple/safari
http://cve.report/vendor/apple
http://cve.report/software/apple/safari
http://cve.report/vendor/kde
http://cve.report/software/kde/kde
http://cve.report/vendor/kde
http://cve.report/software/kde/konqueror_embedded
http://cve.report/vendor/kde
http://cve.report/software/kde/konqueror_embedded
http://cve.report/vendor/redhat
http://cve.report/software/redhat/linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/linux
http://cve.report/vendor/turbolinux
http://cve.report/software/turbolinux/turbolinux_server
http://cve.report/vendor/turbolinux
http://cve.report/software/turbolinux/turbolinux_server
http://cve.report/vendor/turbolinux
http://cve.report/software/turbolinux/turbolinux_server
http://cve.report/vendor/turbolinux
http://cve.report/software/turbolinux/turbolinux_server
http://cve.report/vendor/turbolinux
http://cve.report/software/turbolinux/turbolinux_workstation
http://cve.report/vendor/turbolinux
http://cve.report/software/turbolinux/turbolinux_workstation

Operating System Turbolinux Turbolinux Workstation 7.0 All All All

Operating System Turbolinux Turbolinux Workstation 8.0 All All All

Reference Source Link

redhat.com | Red Hat Support REDHAT  www.redhat.com
www.kde.org/info/security/advisory-20030602-1.ixt CONFIRM  www.kde.org
Debian -- Security Information -- DSA-361-2 kdelibs, kdelibs-crypto DEBIAN www.debian.org
404 Not Found TURBO www.turbolinux.cor
redhat.com | Red Hat Support REDHAT  www.redhat.com

[Full-Disclosure] [forward]Apple Safari and Konqueror Embedded Common Name Verification Vulnerability FULLDISC  lists.grok.org.uk

SecurityFocus HOME Mailing List: BugTraq BUGTRAQ www.securityfocus
KDE / Konqueror Embedded Common Name Certificate Validation Vulnerability BID www.securityfocus
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov

/

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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