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Summary

CVE CVE-2003-0413

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2003-06-30 04:00:00 UTC

Updated 2016-10-18 02:33:00 UTC

Description Cross-site scripting (XSS) vulnerability in the webapps-simple sample application for (1) Sun ONE Application Server 7.0 for Windows 2000/XP or (2) Sun Java System Web Server 6.1 allows remote attackers to insert arbitrary web script or HTML via an HTTP request that generates an "Invalid JSP file" error, which inserts the text in the resulting error message.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sun One Application Server 7.0 All All All

Application Sun One Application Server 7.0 All All All

References

Reference Source Link

Enterprise Printing Security - Wireless & Network Solutions | HP® Official Site MISC www.spidynamics.com

# 57605, Free Sun Alert Notifications SUNALERT sunsolve.sun.com

# 55221, Free Sun Alert Notifications SUNALERT sunsolve.sun.com

201009 SUNALERT sunsolve.sun.com

'Multiple Vulnerabilities in Sun-One Application Server' - MARC BUGTRAQ marc.info

Sun ONE Application Server Error Message Cross-Site Scripting Vulnerability BID www.securityfocus.com

1000610 SUNALERT sunsolve.sun.com

N-103: Sun ONE Application Server May Disclose JavaServer Pages (JSP) Source CIAC www.ciac.org

ISS X-Force Database:sunone-http-error-xss(12095): Sun ONE HTTP GET request error message cross-site scripting XF www.iss.net

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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