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Summary

CVE CVE-2003-0540

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2003-08-27 04:00:00 UTC

Updated 2017-10-11 01:29:00 UTC

Description The address parser code in Postfix 1.1.12 and earlier allows remote attackers to cause a denial of service (lock) via (1) a malformed envelope address to a local host that would generate a bounce and contains the ".!" string in the MAIL FROM or Errors-To headers, which causes nqmgr to lock up, or (2) via a valid MAIL FROM with a RCPT TO containing a ".!" string, which causes an instance of the SMTP listener to lock up.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Conectiva Linux 7.0 All All All

Operating System Conectiva Linux 8.0 All All All

Operating System Conectiva Linux 7.0 All All All

Operating System Conectiva Linux 8.0 All All All

Application Wietse Venema Postfix 1.0.21 All All All

Application Wietse Venema Postfix 1.1.11 All All All

Application Wietse Venema Postfix 1.1.12 All All All

Application Wietse Venema Postfix 1999-09-06 All All All

Application Wietse Venema Postfix 1999-12-31 All All All

Application Wietse Venema Postfix 2000-02-28 All All All

Application Wietse Venema Postfix 2001-11-15 All All All

Application Wietse Venema Postfix 1.0.21 All All All

Application Wietse Venema Postfix 1.1.11 All All All

Application Wietse Venema Postfix 1.1.12 All All All

Application Wietse Venema Postfix 1999-09-06 All All All

Application Wietse Venema Postfix 1999-12-31 All All All

Application Wietse Venema Postfix 2000-02-28 All All All
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Application Wietse Venema Postfix 2000-02-28 All All All

Application Wietse Venema Postfix 2001-11-15 All All All

References

Reference Source Link Tags

Advisories - Mandriva MANDRAKE www.mandriva.com

Home - Conectiva CONECTIVA distro.conectiva.com.br

US-CERT Vulnerability Note VU#895508 CERT-VN www.kb.cert.org US Government Resource

Debian -- Security Information -- DSA-363-1 postfix DEBIAN www.debian.org Patch, Vendor Advisory

Secunia - Advisories - Postfix DoS and Bounce Scan Vulnerabilities SECUNIA secunia.com

Repository / Oval Repository OVAL oval.cisecurity.org

[Full-Disclosure] Mailing List Charter FULLDISC lists.grok.org.uk

'TSLSA-2003-0029 - postfix' - MARC TRUSTIX marc.info

redhat.com | Red Hat Support REDHAT www.redhat.com Patch, Vendor Advisory

NOVELL: Broken Link - 404 Error Pages SUSE www.novell.com

'Postfix 1.1.12 remote DoS / Postfix 1.1.11 bounce scanning' - MARC BUGTRAQ marc.info

LinuxSecurity.com: EnGarde: 'postfix' remote denial-of-service ENGARDE www.linuxsecurity.com

Multiple Postfix Denial of Service Vulnerabilities BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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