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Summary

CVE CVE-2003-0564

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2003-12-01 05:00:00 UTC

Updated 2017-10-11 01:29:00 UTC

Description Multiple vulnerabilities in multiple vendor implementations of the Secure/Multipurpose Internet Mail Extensions (S/MIME) protocol allow remote attackers to cause a denial of service and possibly execute arbitrary code via an S/MIME email message containing certain unexpected ASN.1 constructs, as demonstrated using the NISSC test suite.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Hitachi Groupmax Mail - Security Option 6.0 All All All

Application Hitachi Groupmax Mail - Security Option 6.0 All All All

Application Hitachi Pki Runtime Library All All All All

Application Hitachi Pki Runtime Library All All All All

References

Reference Source Link Tags

'[security bulletin] SSRT4722 rev.0 HP-UX Mozilla denial of service' - MARC HP marc.info

'[FLSA-2004:2089] Updated mozilla packages fix security vulnerabilities' - MARC FEDORA marc.info

Mandriva Security Advisories MANDRAKE www.mandriva.com

NISCC Vulnerability Advisory 006489 MISC www.uniras.gov.uk Patch, Vendor Advisory

Repository / Oval Repository OVAL oval.cisecurity.org

Repository / Oval Repository OVAL oval.cisecurity.org

Repository / Oval Repository OVAL oval.cisecurity.org

redhat.com | Red Hat Support REDHAT www.redhat.com

CERT/CC Vulnerability Note VU#428230 CERT-VN www.kb.cert.org Third Party Advisory, US Government Resource

Multiple Vendor S/MIME ASN.1 Parsing Denial of Service Vulnerabilities BID www.securityfocus.com Vendor Advisory
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https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A914
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http://www.securityfocus.com/bid/8981


20040402-01-U SGI patches.sgi.com

Support REDHAT www.redhat.com Patch, Vendor Advisory

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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