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CVE CVE-2003-0578
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2003-08-18 04:00:00 UTC
Updated 2025-04-03 01:03:51 UTC
Description cci_dir in IBM U2 UniVerse 10.0.0.9 and earlier creates hard links and unlinks files as root, which allows local users to gain

Risk And Classification

Problem Types: CWE-59 | n/a

Version Source Type
3.1 nvd@nist.gov Primary
2.0 nvd@nist.gov Primary

CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

Score Severity
7.8 HIGH

4.6

Primary CVSS: v3.1 7.8 HIGH from nvd@nist.gov

Vector

CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

AV:L/AC:L/Au:N/C:P/I:P/A:P

CVSS v3.1 Breakdown
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https://cve.report/
https://cve.report/CVE-2003-0578/mitre
https://cve.report/CVE-2003-0578/nist
https://cve.report/CVE-2003-0578/cve_org
https://cve.report/api/cve/CVE-2003-0578.json
https://cve.report/CVE-2003-0578.pdf
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CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ibm U2 Universe All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference Source

Neohapsis Archives - VulnWatch - #0025 - [VulnWatch] SRT2003-07-07-0831 - IBM U2 UniVerse cci_dir creates hard links as root  af854a3

marc.info af854a3
CVE Program record CVE.OF
NVD vulnerability detail NVD

4 |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.


http://cve.report/vendor/ibm
http://cve.report/software/ibm/u2_universe
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://archives.neohapsis.com/archives/vulnwatch/2003-q3/0025.html
http://marc.info/?l=bugtraq&m=105839150004682&w=2
https://www.cve.org/CVERecord?id=CVE-2003-0578
https://nvd.nist.gov/vuln/detail/CVE-2003-0578
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